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What this talk is about?
● We are at major inflection points in:

– Technology
– Society

● What we do now will influence the future for a long time

● What do we want and how will we go about getting it?

● My current thinking on:
– Opportunities for cybersecurity startups
– Opportunities for investors in this arena

Look HERE for slide summaries
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Current inflection points (examples)
● Physiological understanding
● Cognological understanding
● Sociological capacity
● Computational capacity
● Content capacity
● Engineering produce-ability
● Willingness to proceed?

A change in amount  ➞  A change in kind
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What do we want for our future?
● Star Trek or Star Wars?
● Potter or Voldemort?
● Churchill or Stalin?
● …
● Or something else entirely?

What narratives take us where?

● Truth or consequences
– We cannot build a 

desired future on a 
foundation of lies

How do we build an honest 
foundation?

We need trustworthy
● Mechanisms
● Content
● Entities
● People
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What are our dominant narratives?
● Evil wins most of the time

– Crime pays
– Occasionally evil loses
– And then reconstitutes

● Evil is more valuable
– Merchandising proves it:

● Good wins ‘in the end?’
– For a moment and then
– Lots of good guys die
– The bad guys get rich
– The good guys get poor
– The hero almost dies
– The hero survives
– The hero wins (Yay!)
– The bad guys return

● On average,
– Bad does better

The narratives teach us to be bad

Favorite character in Star Wars? 
Action figure pricing:

 Boba Fett ($45K),  Darth Vadar ($30K),
 all the rest together less.

Next site:
1) Jawa, 2) the Emperor

Next site:
1) Camera, 2)Tie Fighter, 3) Blaster 
4) and 5) Storm trooper helmet 
6) Vader helmet

2022-12
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But reality is not the movies – or is it?
● Perception is reality

– It’s all in your mind
– There is no ground truth
– It’s just a point of view
– I believe my leap of faith

● But my nose hurts
– Perception may be wrong
– There is an actual reality
– Careful how you interpret
– Don’t just trust - test

The narrative of science please!

● A methodology for getting at truth/reality
– Observe what you see and compare it to theories
– If they disagree, propose new testable theories
– Try to prove your theories wrong by testing them
– Use the ones you cannot (yet) prove wrong
↻
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Error is not the same as disinformation

Telling the difference is vital

● People make mistakes
– Science offers a self-correcting approach

● But that’s not the same as intentional lies
– Frauds take advantage of people who believe their lies
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How long will we be better at which things?
● Computers are already better at:

– Sensing (hearing, vision, and things people cannot do)
● People remain better at smell, taste, touch – for now

– Acting (almost anything you can name)
– Communicating (almost anything you can name)
– Deciding (well-defined decisions in short time frames)

● People remain better at non-well-defined and group 
decisions in longer time frames

● People currently remain better at:
– Understanding situations and making decisions about 

what to do in time frames slower than 0.5 seconds
– Some other things… (not building pitches or investing)

People are better at less and less

Sense, Act, Comm, Control

Observe, Orient, Decide, Act
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Better, Faster, Cheaper Influence
● Computers are far faster at spreading information
● Computers are far cheaper at spreading information

● Computers are better at many / most influence things

Decision making

Psychometric
Evaluation

Generative
Content

Information
Gathering Presentation

Target3rd party content 3rd party delivery

As Is

Action
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Desired

History
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Expression
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Format
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Package
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Thinking
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5

6

US Patents
8,095,492 B2
 12,229,479

The AI / Influence 2-edged sword
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Automated influence today
● Psychometrics on individuals (and group theory) +

● Direct lines of communication +
– Social media, email, text messages, voice, etc.

● Psychological manipulation understood +

● Automated convincing generation (cognitive compute)→ 
– Automated individualized manipulation in real time

Cognitive attack mechanized

LIWC → Big5 Big5 → Prompts

VALS → Pitch

Pitch → Customize
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Automated defense today
● No psychometrics on individuals (and group theory) +

● Little interference in direct lines of communication +
– Social media, email, text messages, voice, etc.

● No psychological manipulation allowed +

● No automated counter-disinformation → 
– No automated countermeasures

Cognitive defense sucks (blocked)

LIWC → Big5 Big5 → Prompts

VALS → Pitch

Pitch → Customize
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It’s not that we cannot
● There’s lots of money in tricking people

– Especially if legal blockades are gone

It’s that we do not!
● Where’s the money in honesty?

– It calls for long-term thinking and trust - relationships

Zero (no) trust cannot work

Unlimited trust doesn’t work

Prudent
Imprudent

Unreasonable
Reasonable

Trust Architecture Works
Trust Architecture

A reasonable and prudent approach
to understanding and applying trust

Trust:=
The willingness to be harmed

at the hands of another

The money is in trustworthy

The money is in trustworthy
● Mechanisms
● Content
● People
● Entities

Trust is the problem and solution
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What is distrust good for?
● Anarchy

– They call it ‘democratization’
● Everybody has an ‘equal’ voice – but some are more 

equal than others – because they can artificially 
amplify their voices – all it takes is money (speech)

– The response is more surveillance – to detect ‘bad’
● But history shows it is exploited

– Depending on what YOU call ‘bad’
● Autocracy

– More surveillance leads to tighter ‘control’
● In the name of security… but security for whom?
● Before AI, nobody could watch it all … but now... 

2025-03 How to destroy security – by ‘enhancing’ it
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What is trust good for?
● Democracy

– Demonstrably trustworthy governance and institutions
● Time to transparency, honesty demonstrated, fairness 

at all levels, so the people can see it and change it
● Long-term success

– Partners, mechanisms, and content you can count on
● So you don’t waste time worrying and planning for 

things that will not happen, in other words increased 
certainty, which is to say, less risk and more reward

● Happier, healthier lives for more of us
– Advancement of knowledge toward enlightenment

● All the drama and fantasy you want – when you want it

Do you want to live in fear or joy?
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Science → Technology + Demand
● Cognitive Science is over the utility threshold
● AI is over yet another technology utility threshold
● Unaddressed cybersecurity demand is high enough
● The potential for explosive growth is here and now

● How do we take advantage of the opportunity?
– Startups and early stage businesses
– Angel-level and early stage investors

S → T + D = Business Opportunity

AI and Influence Confluence



Copyright(c) Fred Cohen 2019-2025 – All Rights Reserved

AI, Influence, and CyberSecurity - Oh My!

How we can work together
● Did I mention what I do for a living?

– Management Analytics
● Trusted Advisors Since 1977
● Cyber-related research and advisory services
● Expert witness work
● Patent portfolio
● SaaS stuff

– Angel to Exit
● Advisory boards
● Investments (~35 companies)
● Metrics and due diligence apps
● Startup and investor support services

We advise - You decide
No fiduciary duties
No force and effect

What do I do for a living?

A2E.co

All.Net
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What are the business opportunities?
● There are many of them [at scale] e.g.,:

– Counter-disinformation
– Trust architecture
– Cognitive defense
– Influence detection & response
– Deception for protection

● My three basics
– Invest across the rising boats (and IP)
– Terms and supervision to reduce losses
– Diligence due the investments (at scale)

What are my investment strategies?

An invitation to succeed

How can we
work together?

How can I help?

AI ⨷ Influence ⨷ Security
● AI for influence
● AI for security
● Influence for security
● Influence for AI
● Security for Influence
● Security for AI

Oh My!
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● For investors
– Diversified rising boats & IP
– Supervision & loss control
– Scaled diligence
– Portfolio analytics
– Expert advisors

A Cognizant Marketplace
● For entrepreneurs

– Advisory support
– IP enhancement
– Funding assistance
– Domain expertise
– Diligence & Connections

● Metrics-based approach to valuation and next best steps
● Support for missing pieces through existing ecosystem
● Top-flight expert advisors in relevant fields
● Opportunities at all levels – from Angel to Exit

A place to grow a brighter future
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Questions?

Influence Security and AI - Oh My!

fc@a2e.co - Email to join us!

Thank you!

We advise

You decide

 Trustworthy
● Mechanisms
● Content
● People
● Entities

mailto:fc@a2e.co
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