About the Book

Enterprise Information Protection is about effective protection for
large enterprises and how it can be attained and maintained over
time. Coverage starts with an overview of the underlying reasons
for protection and how it attained. Business modeling for the
enterprise is discussed and used to lead to decisions about the
duty to protect and risk management. From risk management,
governance is applied to provide protection through organization
and business functions. Control architecture is applied to model the
protective functions and match surety to risk, and as a guide to
technical implementation. Finally, issues of decision-making and
decision support at the enterprise level are explored in light of the
protection program. This book was designed to be suitable as a
graduate text as well as a guide for decision-makers within
enterprises, and consolidates results from other related works into
a single reference book that covers the issues in a more
comprehensive and authoritative manner than other works of its

Enterprise
Information
Protection

by Dr. Fred Cohen

sort.
People How does the business work? Things Enterpnse
Sales Process Resource Supply AR/AP Infrastruc*ture‘_ Inf ti
AbOUt the AuthOI' Market || Work flow |[ Transform | [ Inventory || Collect Services | SHENKAGE| grgt";‘cecllc?nn
Brand || Results Value || Transport | | Write off | Users ||Collapse)j| \chitecture
. . . 0 Business risk manag it ecutive Securi anagemen
Dr. Fred Cohen is well known for his seminal work on computer oveesant [f - UTnerabiliies e power & ihfuence
. agn . . . La: - technical - human Organizational
viruses and defenses, critical infrastructure protection, security Oumars BRI croeoizatons! - protect S
governance, and the use of deception and counter-deception in L E— Hieovdlesl || Fegeeiven
information security. As an educator, he has taught graduate CEO | - protect || finctin’ pecple Seppleatons Shisleme< | Whatto  [Busiessll i Wierecesses B
P . . H Risk and Surety Level and Matching ho‘ﬁ People ™ Management
courses in information protection for more than twenty years. As a _ || IS
. . [Control Architecture | Technical Security Architect [ Folioy
researcher, he has published hundreds of articles and several orocess Protection Processes vontay [Worsfovs . Sandarde
0 0.0 n 0 0 Production Srae [™ Procedures M
books in the area. As a decision-maker in businesses of various B chanae ||| Protective Mechanisms oy .vior P ocumentation™]
: - : Dotect]| | "coaacance - aacepiof " Simata || reStext Auditing
sizes, he has personally made many of the types of decisions G L eats (Y [Time .
0 a 0 0 React Structure: - M/D-A/C - flows ‘ E;CDRS Location Testing
discussed in this book, and as an industry analyst and consultant, R DBRRN | |- cioces —frewais - barriers | {ULDRS ||} SEess M | | | Techmolosy
3 H Lese sure Units Data State | | | Content: - transforms - filters ‘ﬁaua!sytserrv [Behavior > personnes W
he has provided advice, done corporate research, and consulted Contp Aug erkings ~yna sttieton | P | ot incidents
- o - - M | Content and its Business Utility ‘ entity > Legal ™
for many of the largest enterprises in the world on issues ranging ore surl} ¥ Méthod e
0 n . . 0 0 nce Classification o=
from technical implementation of protection to enterprise security T)@f Sl | s O s oy e [ Knowledie |
. ects reality  Aftribution [™ Awareness
architecture and governance. A [y | SLET [ mvenatty ot Contaniatiy] V>=rgnizsion ¥
Cnnsa Tiences Accountability Use Control

For more information and to try out some of
the more interesting analytical tools created by
Dr. Cohen, call him up, visit his Web site at
http://all.net/, or contact him via email.
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