11. Preparing for Contingencies and Disasters

Communications of the ACM. 33(6), 1990. pp. 652-657.

132

Organizations may wish to expand this to include, for example, incidents of theft.

90

Indeed, damage may result, despite the best efforts to the contrary.

91

Malicious code include viruses as well as Trojan

horses and worms. A virus is a code segment that

replicates by attaching copies of itself to existing

executables. A Trojan horse is a program that

performs a desired task, but also includes

unexpected functions. A worm is a self-replicating

program.

Chapter 12

COMPUTER SECURITY INCIDENT HANDLING

Computer systems are subject to a wide range of mishaps S from corrupted data files, to viruses,

to natural disasters. Some of these mishaps can be fixed through standard operating procedures.

For example, frequently occurring events (e.g., a mistakenly deleted file) can usually be readily

repaired (e.g., by restoration from the backup file). More severe mishaps, such as outages

caused by natural disasters, are normally addressed in an organization’s contingency plan. Other

damaging events result from deliberate malicious technical activity (e.g., the creation of viruses

or system hacking).

A computer security incident can result from

a computer virus, other malicious code, or a

system intruder, either an insider or an

outsider. It is used in this chapter to broadly

refer to those incidents resulting from

deliberate malicious technical activity. It

90

can more generally refer to those incidents

that, without technically expert response,

could result in severe damage. This

91

definition of a computer security incident is somewhat flexible and may vary by organization

and computing environment.

Although the threats that hackers and malicious code pose to systems and networks are well

known, the occurrence of such harmful events remains unpredictable. Security incidents on

larger networks (e.g., the Internet), such as break-ins and service disruptions, have harmed

various organizations’ computing capabilities. When initially confronted with such incidents,

most organizations respond in an ad hoc manner. However recurrence of similar incidents often

makes it cost-beneficial to develop a standing capability for quick discovery of and response to

such events. This is especially true, since incidents can often "spread" when left unchecked thus

increasing damage and seriously harming an organization.

Incident handling is closely related to contingency planning as well as support and operations.

An incident handling capability may be viewed as a component of contingency planning,

because it provides the ability to react quickly and efficiently to disruptions in normal

processing. Broadly speaking, contingency planning addresses events with the potential to

interrupt system operations. Incident handling can be considered that portion of contingency

III. Operational Controls

See NIST Special Publication 800-3, Establishing an Incident Response Capability, November 1991.

92

A good incident handling capability is closely linked to an organization’s training and awareness program.

93

It will have educated users about such incidents and what to do when they occur. This can increase the

likelihood that incidents will be reported early, thus helping to minimize damage.

Some organizations suffer repeated outbreaks of

viruses because the viruses are never completely

eradicated. For example suppose two LANs,

Personnel and Budget, are connected, and a virus

has spread within each. The administrators of

each LAN detect the virus and decide to eliminate

it on their LAN. The Personnel LAN

administrator first eradicates the virus, but since

the Budget LAN is not yet virus-free, the

Personnel LAN is reinfected. Somewhat later, the

Budget LAN administrator eradicates the virus.

However, the virus reinfects the Budget LAN from

the Personnel LAN. Both administrators may

think all is well, but both are reinfected. An

incident handling capability allows organizations

to address recovery and containment of such

incidents in a skilled, coordinated manner.

planning that responds to malicious technical threats.

This chapter describes how organizations can address computer security incidents (in the context

of their larger computer security program) by developing a computer security incident handling

capability.

92

Many organizations handle incidents as part of their user support capability (discussed in

Chapter 14) or as a part of general system support.

12.1 Benefits of an Incident Handling Capability

The primary benefits of an incident handling capability are containing and repairing damage

from incidents, and preventing future damage. In addition, there are less obvious side benefits

related to establishing an incident handling capability.

12.1.1 Containing and Repairing Damage From Incidents

When left unchecked, malicious software can

significantly harm an organization’s

computing, depending on the technology and

its connectivity. An incident handling

capability provides a way for users to report

incidents and the appropriate response and

93

assistance to be provided to aid in recovery.

Technical capabilities (e.g., trained personnel

and virus identification software) are

prepositioned, ready to be used as necessary.

Moreover, the organization will have already

made important contacts with other

supportive sources (e.g., legal, technical, and

managerial) to aid in containment and

recovery efforts.

Without an incident handling capability,

certain responses S although well intentioned S can actually make matters worse. In some cases,

individuals have unknowingly infected anti-virus software with viruses and then spread them to

other systems. When viruses spread to local area networks (LANs), most or all of the connected

12. Incident Handling

The sharing of incident data among organizations

can help at both the national and the international

levels to prevent and respond to breaches of

security in a timely, coordinated manner.

computers can be infected within hours. Moreover, uncoordinated efforts to rid LANs of viruses

can prevent their eradication.

Many organizations use large LANs internally and also connect to public networks, such as the

Internet. By doing so, organizations increase their exposure to threats from intruder activity,

especially if the organization has a high profile (e.g., perhaps it is involved in a controversial

program). An incident handling capability can provide enormous benefits by responding quickly

to suspicious activity and coordinating incident handling with responsible offices and

individuals, as necessary. Intruder activity, whether hackers or malicious code, can often affect

many systems located at many different network sites; thus, handling the incidents can be

logistically complex and can require information from outside the organization. By planning

ahead, such contacts can be preestablished and the speed of response improved, thereby

containing and minimizing damage. Other organizations may have already dealt with similar

situations and may have very useful guidance to offer in speeding recovery and minimizing

damage.

12.1.2 Preventing Future Damage

An incident handling capability also assists an organization in preventing (or at least

minimizing) damage from future incidents. Incidents can be studied internally to gain a better

understanding of the organizations’s threats and vulnerabilities so more effective safeguards can

be implemented. Additionally, through outside contacts (established by the incident handling

capability) early warnings of threats and vulnerabilities can be provided. Mechanisms will

already be in place to warn users of these risks.

The incident handling capability allows an organization to learn from the incidents that it has

experienced. Data about past incidents (and the corrective measures taken) can be collected.

The data can be analyzed for patterns S for example, which viruses are most prevalent, which

corrective actions are most successful, and which systems and information are being targeted by

hackers. Vulnerabilities can also be identified in this process S for example, whether damage is

occurring to systems when a new software package or patch is used. Knowledge about the types

of threats that are occurring and the presence of vulnerabilities can aid in identifying security

solutions. This information will also prove useful in creating a more effective training and

awareness program, and thus help reduce the potential for losses. The incident handling

capability assists the training and awareness program by providing information to users as to (1)

measures that can help avoid incidents (e.g., virus scanning) and (2) what should be done in case

an incident does occur.

Of course, the organization’s attempts to

prevent future losses does not occur in a

vacuum. With a sound incident handling

capability, contacts will have been

III. Operational Controls

It is important, however, not to assume that since only n reports were made, that n is the total number of

94

incidents; it is not likely that all incidents will be reported.

established with counterparts outside the organization. This allows for early warning of threats

and vulnerabilities that the organization may have not yet experienced. Early preventative

measures (generally more cost-effective than repairing damage) can then be taken to reduce

future losses. Data is also shared outside the organization to allow others to learn from the

organization’s experiences.

12.1.3 Side Benefits

Finally, establishing an incident handling capability helps an organization in perhaps

unanticipated ways. Three are discussed here.

Uses of Threat and Vulnerability Data. Incident handling can greatly enhance the risk

assessment process. An incident handling capability will allow organizations to collect threat

data that may be useful in their risk assessment and safeguard selection processes (e.g., in

designing new systems). Incidents can be logged and analyzed to determine whether there is a

recurring problem (or if other patterns are present, as are sometimes seen in hacker attacks),

which would not be noticed if each incident were only viewed in isolation. Statistics on the

numbers and types of incidents in the organization can be used in the risk assessment process as

an indication of vulnerabilities and threats.

94

Enhancing Internal Communications and Organization Preparedness. Organizations often find

that an incident handling capability enhances internal communications and the readiness of the

organization to respond to any type of incident, not just computer security incidents. Internal

communications will be improved; management will be better organized to receive

communications; and contacts within public affairs, legal staff, law enforcement, and other

groups will have been preestablished. The structure set up for reporting incidents can also be

used for other purposes.

Enhancing the Training and Awareness Program. The organization’s training process can also

benefit from incident handling experiences. Based on incidents reported, training personnel will

have a better understanding of users’ knowledge of security issues. Trainers can use actual

incidents to vividly illustrate the importance of computer security. Training that is based on

current threats and controls recommended by incident handling staff provides users with

information more specifically directed to their current needs S thereby reducing the risks to the

organization from incidents.

12.2 Characteristics of a Successful Incident Handling Capability

A successful incident handling capability has several core characteristics:

12. Incident Handling

The focus of a computer security incident handling

capability may be external as well as internal. An

incident that affects an organization may also

affect its trading partners, contractors, or clients.

In addition, an organization’s computer security

incident handling capability may be able to help

other organizations and, therefore, help protect the

community as a whole.

Managers need to know details about incidents,

including who discovered them and how, so that

they can prevent similar incidents in the future.

However users will not be forthcoming if they fear

reprisal or that they will become scapegoats.

Organizations may need to offer incentives to

employees for reporting incidents and offer

guarantees against reprisal or other adverse

actions. It may also be useful to consider

anonymous reporting.

! an understanding of the constituency it will serve;

! an educated constituency;

! a means for centralized communications;

! expertise in the requisite technologies; and

! links to other groups to assist in incident handling (as needed).

12.2.1 Defining the Constituency to Be Served

The constituency includes computer users and

program managers. Like any other customer-

vendor relationship, the constituency will

tend to take advantage of the capability if the

services rendered are valuable.

The constituency is not always the entire

organization. For example, an organization

may use several types of computers and

networks but may decide that its incident

handling capability is cost-justified only for its personal computer users. In doing so, the

organization may have determined that computer viruses pose a much larger risk than other

malicious technical threats on other platforms. Or, a large organization composed of several

sites may decide that current computer security efforts at some sites do not require an incident

handling capability, whereas other sites do (perhaps because of the criticality of processing).

12.2.2 Educated Constituency

Users need to know about, accept, and trust

the incident handling capability or it will not

be used. Through training and awareness

programs, users can become knowledgeable

about the existence of the capability and how

to recognize and report incidents. Users trust

in the value of the service will build with

reliable performance.

12.2.3 Centralized Reporting and Communications

Successful incident handling requires that users be able to report incidents to the incident

III. Operational Controls

handling team in a convenient, straightforward fashion; this is referred to as centralized

reporting. A successful incident handling capability depends on timely reporting. If it is

difficult or time consuming to report incidents, the incident handling capability may not be fully

used. Usually, some form of a hotline, backed up by pagers, works well.

Centralized communications is very useful for accessing or distributing information relevant to

the incident handling effort. For example, if users are linked together via a network, the incident

handling capability can then use the network to send out timely announcements and other

information. Users can take advantage of the network to retrieve security information stored on

servers and communicate with the incident response team via e-mail.

12.2.4 Technical Platform and Communications Expertise

The technical staff members who comprise the incident handling capability need specific

knowledge, skills, and abilities. Desirable qualifications for technical staff members may

include the ability to:

! work expertly with some or all of the constituency’s core technology;

! work in a group environment;

! communicate effectively with different types of users, who will range from sys-

tem administrators to unskilled users to management to law-enforcement officials;

! be on-call 24 hours as needed; and

! travel on short notice (of course, this depends upon the physical location of the

constituency to be served).

12.2.5 Liaison With Other Organizations

Due to increasing computer connectivity, intruder activity on networks can affect many

organizations, sometimes including those in foreign countries. Therefore, an organization’s

incident handling team may need to work with other teams or security groups to effectively

handle incidents that range beyond its constituency. Additionally, the team may need to pool its

knowledge with other teams at various times. Thus, it is vital to the success of an incident

handling capability that it establish ties and contacts with other related counterparts and

supporting organizations.

12. Incident Handling

The Forum of

Incident Response and Security Teams

The 1988 Internet worm incident highlighted the

need for better methods for responding to and

sharing information about incidents. It was also

clear that any single team or "hot line" would

simply be overwhelmed. Out of this was born the

concept of a coalition of response teams S each

with its own constituency, but working together to

share information, provide alerts, and support each

other in the response to incidents. The Forum of

Incident Response and Security Teams (FIRST)

includes teams from government, industry,

computer manufacturers, and academia. NIST

serves as the secretariat of FIRST.

Especially important to incident handling are

contacts with investigative agencies, such as

federal (e.g., the FBI), state, and local law

enforcement. Laws that affect computer

crime vary among localities and states, and

some actions may be state (but not federal)

crimes. It is important for teams to be familiar

with current laws and to have established

contacts within law enforcement and

investigative agencies.

Incidents can also garner much media

attention and can reflect quite negatively on

an organization’s image. An incident

handling capability may need to work closely

with the organization’s public affairs office,

which is trained in dealing with the news media. In presenting information to the press, it is

important that (1) attackers are not given information that would place the organization at greater

risk and (2) potential legal evidence is properly protected.

12.3 Technical Support for Incident Handling

Incident handling will be greatly enhanced by technical mechanisms that enable the

dissemination of information quickly and conveniently.

12.3.1 Communications for Centralized Reporting of Incidents

The technical ability to report incidents is of primary importance, since without knowledge of an

incident, response is precluded. Fortunately, such technical mechanisms are already in place in

many organizations.

For rapid response to constituency problems, a simple telephone "hotline" is practical and

convenient. Some agencies may already have a number used for emergencies or for obtaining

help with other problems; it may be practical (and cost-effective) to also use this number for

incident handling. It may be necessary to provide 24-hour coverage for the hotline. This can be

done by staffing the answering center, by providing an answering service for nonoffice hours, or

by using a combination of an answering machine and personal pagers.

III. Operational Controls

One way to establish a centralized reporting and

incident response capability, while minimizing

expenditures, is to use an existing Help Desk.

Many agencies already have central Help Desks

for fielding calls about commonly used

applications, troubleshooting system problems, and

providing help in detecting and eradicating

computer viruses. By expanding the capabilities

of the Help Desk and publicizing its telephone

number (or e-mail address), an agency may be

able to significantly improve its ability to handle

many different types of incidents at minimal cost.

If additional mechanisms for contacting the

incident handling team can be provided, it

may increase access and thus benefit incident

handling efforts. A centralized e-mail

address that forwards mail to staff members

would permit the constituency to

conveniently exchange information with the

team. Providing a fax number to users may

also be helpful.

12.3.2 Rapid Communications Facilities

Some form of rapid communications is

essential for quickly communicating with the constituency as well as with management officials

and outside organizations. The team may need to send out security advisories or collect

information quickly, thus some convenient form of communications, such as electronic mail, is

generally highly desirable. With electronic mail, the team can easily direct information to

various subgroups within the constituency, such as system managers or network managers, and

broadcast general alerts to the entire constituency as needed. When connectivity already exists,

e-mail has low overhead and is easy to use. (However, it is possible for the e-mail system itself

to be attacked, as was the case with the 1988 Internet worm.)

Although there are substitutes for e-mail, they tend to increase response time. An electronic

bulletin board system (BBS) can work well for distributing information, especially if it provides

a convenient user interface that encourages its use. A BBS connected to a network is more

convenient to access than one requiring a terminal and modem; however, the latter may be the

only alternative for organizations without sufficient network connectivity. In addition,

telephones, physical bulletin boards, and flyers can be used.

12.3.3 Secure Communications Facilities

Incidents can range from the trivial to those involving national security. Often when exchanging

information about incidents, using encrypted communications may be advisable. This will help

prevent the unintended distribution of incident-related information. Encryption technology is

available for voice, fax, and e-mail communications.

12.4 Interdependencies

An incident handling capability generally depends upon other safeguards presented in this

handbook. The most obvious is the strong link to other components of the contingency plan.

The following paragraphs detail the most important of these interdependencies.

12. Incident Handling

Contingency Planning. As discussed in the introduction to this chapter, an incident handling

capability can be viewed as the component of contingency planning that deals with responding to

technical threats, such as viruses or hackers. Close coordination is necessary with other

contingency planning efforts, particularly when planning for contingency processing in the event

of a serious unavailability of system resources.

Support and Operations. Incident handling is also closely linked to support and operations,

especially user support and backups. For example, for purposes of efficiency and cost savings,

the incident handling capability is often co-operated with a user "help desk." Also, backups of

system resources may need to be used when recovering from an incident.

Training and Awareness. The training and awareness program can benefit from lessons learned

during incident handling. Incident handling staff will be able to help assess the level of user

awareness about current threats and vulnerabilities. Staff members may be able to help train

system administrators, system operators, and other users and systems personnel. Knowledge of

security precautions (resulting from such training) helps reduce future incidents. It is also

important that users are trained what to report and how to report it.

Risk Management. The risk analysis process will benefit from statistics and logs showing the

numbers and types of incidents that have occurred and the types of controls that are effective in

preventing incidents. This information can be used to help select appropriate security controls

and practices.

12.5 Cost Considerations

There are a number of start-up costs and funding issues to consider when planning an incident

handling capability. Because the success of an incident handling capability relies so heavily on

users’ perceptions of its worth and whether they use it, it is very important that the capability be

able to meet users’ requirements. Two important funding issues are:

Personnel. An incident handling capability plan might call for at least one manager and one or

more technical staff members (or their equivalent) to accomplish program objectives.

Depending on the scope of the effort, however, full-time staff members may not be required. In

some situations, some staff may be needed part-time or on an on-call basis. Staff may be

performing incident handling duties as an adjunct responsibility to their normal assignments.

Education and Training. Incident handling staff will need to keep current with computer system

and security developments. Budget allowances need to be made, therefore, for attending

conferences, security seminars, and other continuing-education events. If an organization is

located in more than one geographic areas, funds will probably be needed for travel to other sites

for handling incidents.

III. Operational Controls

References

Brand, Russell L. Coping With the Threat of Computer Security Incidents: A Primer from

Prevention Through Recovery. July 1989.

Fedeli, Alan. "Organizing a Corporate Anti-Virus Effort." Proceedings of the Third Annual

Computer VIRUS Clinic, Nationwide Computer Corp. March 1990.

Holbrook, P., and J. Reynolds, eds. Site Security Handbook. RFC 1244 prepared for the Internet

Engineering Task Force, 1991. FTP from csrc.nist.gov:/put/secplcy/rfc1244.txt.

National Institute of Standards and Technology. "Establishing a Computer Security Incident

Response Capability." Computer Systems Laboratory Bulletin. Gaithersburg, MD. February

1992.

Padgett, K. Establishing and Operating an Incident Response Team. Los Alamos, NM: Los

Alamos National Laboratory, 1992.

Pethia, Rich, and Kenneth van Wyk. Computer Emergency Response - An International

Problem. 1990.

Quarterman, John. The Matrix - Computer Networks and Conferencing Systems Worldwide.

Digital Press, 1990.

Scherlis, William, S. Squires, and R. Pethia. Computer Emergency Response. 1989.

Schultz, E., D. Brown, and T. Longstaff. Responding to Computer Security Incidents: Guidelines

for Incident Handling. University of California Technical Report UCRL-104689, 1990.

Proceedings of the Third Invitational Workshop on Computer Security Incident Response.

August 1991.

Wack, John. Establishing an Incident Response Capability. Special Publication 800-3.

Gaithersburg, MD: National Institute of Standards and Technology. November 1991.

One often-cited goal of training is changing people’s attitudes. This chapter views changing attitudes as

95

just one step toward changing behavior.

This chapter does not discuss the specific contents of training programs. See the references for details of

96

suggested course contents.

Chapter 13

AWARENESS, TRAINING, AND EDUCATION

People, who are all fallible, are usually recognized as one of the weakest links in securing

systems. The purpose of computer security awareness, training, and education is to enhance

security by:

! improving awareness of the need to protect system resources;

! developing skills and knowledge so computer users can perform their jobs more

securely; and

! building in-depth knowledge, as needed, to design, implement, or operate security

programs for organizations and systems.

Making computer system users aware of their security responsibilities and teaching them correct

practices helps users change their behavior. It also supports individual accountability, which is

95

one of the most important ways to improve computer security. Without knowing the necessary

security measures (and to how to use them), users cannot be truly accountable for their actions.

The importance of this training is emphasized in the Computer Security Act, which requires

training for those involved with the management, use, and operation of federal computer

systems.

This chapter first discusses the two overriding benefits of awareness, training, and education,

namely: (1) improving employee behavior and (2) increasing the ability to hold employees

accountable for their actions. Next, awareness, training, and education are discussed separately,

with techniques used for each. Finally, the chapter presents one approach for developing a

computer security awareness and training program.

96

13.1 Behavior

People are a crucial factor in ensuring the security of computer systems and valuable information

resources. Human actions account for a far greater degree of computer-related loss than all other

sources combined. Of such losses, the actions of an organization’s insiders normally cause far

more harm than the actions of outsiders. (Chapter 4 discusses the major sources of computer-

related loss.)

III. Operational Controls

One of the keys to a successful computer security

program is security awareness and training. If

employees are not informed of applicable

organizational policies and procedures, they cannot

be expected to act effectively to secure computer

resources.

Security awareness programs: (1) set the stage for

training by changing organizational attitudes to

realize the importance of security and the adverse

consequences of its failure; and (2) remind users

of the procedures to be followed.

The major causes of loss due to an organization’s own employees are: errors and omissions,

fraud, and actions by disgruntled employees. One principal purpose of security awareness,

training, and education is to reduce errors and omissions. However, it can also reduce fraud and

unauthorized activity by disgruntled employees by increasing employees’ knowledge of their

accountability and the penalties associated with such actions.

Management sets the example for behavior within an organization. If employees know that

management does not care about security, no training class teaching the importance of security

and imparting valuable skills can be truly effective. This "tone from the top" has myriad effects

an organization’s security program.

13.2 Accountability

Both the dissemination and the enforcement

of policy are critical issues that are

implemented and strengthened through

training programs. Employees cannot be

expected to follow policies and procedures of

which they are unaware. In addition,

enforcing penalties may be difficult if users can claim ignorance when caught doing something

wrong.

Training employees may also be necessary to show that a standard of due care has been taken in

protecting information. Simply issuing policy, with no follow-up to implement that policy, may

not suffice.

Many organizations use acknowledgment statements which state that employees have read and

understand computer security requirements. (An example is provided in Chapter 10.)

13.3 Awareness

Awareness stimulates and motivates those

being trained to care about security and to

remind them of important security practices.

Explaining what happens to an organization,

its mission, customers, and employees if

security fails motivates people to take security seriously.

Awareness can take on different forms for particular audiences. Appropriate awareness for

management officials might stress management’s pivotal role in establishing organizational

attitudes toward security. Appropriate awareness for other groups, such as system programmers

or information analysts, should address the need for security as it relates to their job. In today’s

13. Awareness, Training, and Education

systems environment, almost everyone in an organization may have access to system resources S

and therefore may have the potential to cause harm.

Comparative Framework

AWARENESS TRAINING EDUCATION

Attribute:

"What" "How" "Why"

Level:

Information Knowledge Insight

Objective:

Recognition Skill Understanding

Teaching Method:

Media Practical Instruction Theoretical Instruction

- Videos - Lecture - Discussion Seminar

-Newsletters - Case study workshop - Background reading

-Posters, etc. - Hands-on practice

Test Measure:

True/False Problem Solving Eassay

Multiple Choice (apply learning) (interpret learning)

(identify

learning)

Impact Timeframe:

Short-term Intermediate Long-term

Figure 13.1 compares some of the differences in awareness, training, and education.

Awareness is used to reinforce the fact that security supports the mission of the organization by

protecting valuable resources. If employees view security as just bothersome rules and

procedures, they are more likely to ignore them. In addition, they may not make needed

suggestions about improving security nor recognize and report security threats and

vulnerabilities.

Awareness also is used to remind people of basic security practices, such as logging off a

computer system or locking doors.

Techniques. A security awareness program can use many teaching methods, including video

tapes, newsletters, posters, bulletin boards, flyers, demonstrations, briefings, short reminder

III. Operational Controls

Employees often regard computer security as an

obstacle to productivity. A common feeling is that

they are paid to produce, not to protect. To help

motivate employees, awareness should emphasize

how security, from a broader perspective,

contributes to productivity. The consequences of

poor security should be explained, while avoiding

the fear and intimidation that employees often

associate with security.

notices at log-on, talks, or lectures. Awareness is often incorporated into basic security training

and can use any method that can change employees’ attitudes.

Effective security awareness programs need

to be designed with the recognition that

people tend to practice a tuning out process

(also known as acclimation). For example,

after a while, a security poster, no matter how

well designed, will be ignored; it will, in

effect, simply blend into the environment.

For this reason, awareness techniques should

be creative and frequently changed.

13.4 Training

The purpose of training is to teach people the skills that will enable them to perform their jobs

more securely. This includes teaching people what they should do and how they should (or can)

do it. Training can address many levels, from basic security practices to more advanced or

specialized skills. It can be specific to one computer system or generic enough to address all

systems.

Training is most effective when targeted to a specific audience. This enables the training to

focus on security-related job skills and knowledge that people need performing their duties.

Two types of audiences are general users and those who require specialized or advanced skills.

General Users. Most users need to understand good computer security practices, such as:

! protecting the physical area and equipment (e.g., locking doors, caring for floppy

diskettes);

! protecting passwords (if used) or other authentication data or tokens (e.g., never

divulge PINs); and

! reporting security violations or incidents (e.g., whom to call if a virus is

suspected).

In addition, general users should be taught the organization’s policies for protecting information

and computer systems and the roles and responsibilities of various organizational units with

which they may have to interact.

In teaching general users, care should be taken not to overburden them with unneeded details.

These people are the target of multiple training programs, such as those addressing safety, sexual

13. Awareness, Training, and Education

Unfortunately, college and graduate security courses are not widely available. In addition, the courses may

97

only address general security.

One group that has been targeted for specialized

training is executives and functional managers.

The training for management personnel is

specialized (rather than advanced) because

managers do not (as a general rule) need to

understand the technical details of security.

However, they do need to understand how to

organize, direct, and evaluate security measures

and programs. They also need to understand risk

acceptance.

harassment, and AIDS in the workplace. The training should be made useful by addressing

security issues that directly affect the users. The goal is to improve basic security practices, not

to make everyone literate in all the jargon or philosophy of security.

Specialized or Advanced Training. Many groups need more advanced or more specialized

training than just basic security practices. For example, managers may need to understand

security consequences and costs so they can factor security into their decisions, or system

administrators may need to know how to implement and use specific access control products.

There are many different ways to identify

individuals or groups who need specialized or

advanced training. One method is to look at

job categories, such as executives, functional

managers, or technology providers. Another

method is to look at job functions, such as

system design, system operation, or system

use. A third method is to look at the specific

technology and products used, especially for

advanced training for user groups and

training for a new system. This is further

discussed in the section 13.6 of this chapter.

Techniques. A security training program normally includes training classes, either strictly

devoted to security or as added special sections or modules within existing training classes.

Training may be computer- or lecture-based (or both), and may include hands-on practice and

case studies. Training, like awareness, also happens on the job.

13.5 Education

Security education is more in-depth than security training and is targeted for security

professionals and those whose jobs require expertise in security.

Techniques. Security education is normally outside the scope of most organization awareness

and training programs. It is more appropriately a part of employee career development. Security

education is obtained through college or graduate classes or through specialized training

programs. Because of this, most computer security programs focus primarily on awareness and

training, as does the remainder of this chapter.

97

III. Operational Controls

This section is based on material prepared by the Department of Energy’s Office of Information

98

Management for its unclassified security program.

This approach is presented to familiarize the reader with some of the important implementation issues. It is

99

not the only approach to implementing an awareness and training program.

The Computer Security Act of 1987 requires

federal agencies to "provide for the mandatory

periodic training in computer security awareness

and accepted computer practices of all employees

who are involved with the management, use, or

operation of each federal computer system within

or under the supervision of that agency." The

scope and goals of federal computer security

awareness and training programs must implement

this broad mandate. (Other federal requirements

for computer security training are contained in

OMB Circular A-130, Appendix III, and OPM

regulations.)

13.6 Implementation

98

An effective computer security awareness and training (CSAT) program requires proper

planning, implementation, maintenance, and periodic evaluation. The following seven steps

constitute one approach for developing a CSAT program.

99

Step 1: Identify Program Scope, Goals, and Objectives.

Step 2: Identify Training Staff.

Step 3: Identify Target Audiences.

Step 4: Motivate Management and Employees.

Step 5: Administer the Program.

Step 6: Maintain the Program.

Step 7: Evaluate the Program.

13.6.1 Identify Program Scope, Goals, and

Objectives

The first step in developing a CSAT program

is to determine the program’s scope, goals,

and objectives. The scope of the CSAT

program should provide training to all types

of people who interact with computer

systems. The scope of the program can be an

entire organization or a subunit. Since users

need training which relates directly to their

use of particular systems, a large

organizationwide program may need to be

supplemented by more specific programs. In

addition, the organization should specifically address whether the program applies to employees

only or also to other users of organizational systems.

13. Awareness, Training, and Education

Generally, the overall goal of a CSAT program is to sustain an appropriate level of protection for

computer resources by increasing employee awareness of their computer security responsibilities

and the ways to fulfill them. More specific goals may need to be established. Objectives should

be defined to meet the organization’s specific goals.

13.6.2 Identify Training Staff

There are many possible candidates for conducting the training including internal training

departments, computer security staff, or contract services. Regardless of who is chosen, it is

important that trainers have sufficient knowledge of computer security issues, principles, and

techniques. It is also vital that they know how to communicate information and ideas

effectively.

13.6.3 Identify Target Audiences

Not everyone needs the same degree or type of computer security information to do their jobs. A

CSAT program that distinguishes between groups of people, presents only the information

needed by the particular audience, and omits irrelevant information will have the best results.

Segmenting audiences (e.g., by their function or familiarity with the system) can also improve

the effectiveness of a CSAT program. For larger organizations, some individuals will fit into

more than one group. For smaller organizations, segmenting may not be needed. The following

methods are some examples of ways to do this.

Segment according to level of awareness. Individuals may be separated into groups according to

their current level of awareness. This may require research to determine how well employees

follow computer security procedures or understand how computer security fits into their jobs.

Segment according to general job task or function. Individuals may be grouped as data

providers, data processors, or data users.

Segment according to specific job category. Many organizations assign individuals to job

categories. Since each job category generally has different job responsibilities, training for each

will be different. Examples of job categories could be general management, technology

management, applications development, or security.

Segment according to level of computer knowledge. Computer experts may be expected to find a

program containing highly technical information more valuable than one covering the

management issues in computer security. Similarly, a computer novice would benefit more from

a training program that presents introductory fundamentals.

Segment according to types of technology or systems used. Security techniques used for each

off-the-shelf product or application system will usually vary. The users of major applications

III. Operational Controls

Employees and managers should be solicited to

provide input to the CSAT program. Individuals

are more likely to support a program when they

have actively participated in its development.

The Federal Information Systems Security

Educators’ Association and NIST Computer

Security Program Managers’ Forum provide two

means for federal government computer security

program managers and training officers to share

training ideas and materials.

will normally require training specific to that application.

13.6.4 Motivate Management and Employees

To successfully implement an awareness and training program, it is important to gain the support

of management and employees. Consideration should be given to using motivational techniques

to show management and employees how their participation in the CSAT program will benefit

the organization.

Management. Motivating management normally relies upon increasing awareness.

Management needs to be aware of the losses that computer security can reduce and the role of

training in computer security. Management commitment is necessary because of the resources

used in developing and implementing the program and also because the program affects their

staff.

Employees. Motivation of managers alone is

not enough. Employees often need to be

convinced of the merits of computer security

and how it relates to their jobs. Without

appropriate training, many employees will

not fully comprehend the value of the system

resources with which they work.

Some awareness techniques were discussed above. Regardless of the techniques that are used,

employees should feel that their cooperation will have a beneficial impact on the organization’s

future (and, consequently, their own).

13.6.5 Administer the Program

There are several important considerations for administering the CSAT program.

Visibility. The visibility of a CSAT program plays a key role in its success. Efforts to achieve

high visibility should begin during the early stages of CSAT program development. However,

care should be give not to promise what cannot be delivered.

Training Methods. The methods used in the

CSAT program should be consistent with the

material presented and tailored to the

audience’s needs. Some training and

awareness methods and techniques are listed

above (in the Techniques sections).

Computer security awareness and training can

13. Awareness, Training, and Education

be added to existing courses and presentations or taught separately. On-the-job training should

also be considered.

Training Topics. There are more topics in computer security than can be taught in any one

course. Topics should be selected based on the audience’s requirements.

Training Materials. In general, higher-quality training materials are more favorably received

and are more expensive. Costs, however, can be minimized since training materials can often be

obtained from other organizations. The cost of modifying materials is normally less than

developing training materials from scratch.

Training Presentation. Consideration should be given to the frequency of training (e.g.,

annually or as needed), the length of training presentations (e.g., 20 minutes for general

presentations, one hour for updates or one week for an off-site class), and the style of training

presentation (e.g., formal presentation, informal discussion, computer-based training, humorous).

13.6.6 Maintain the Program

Computer technology is an ever-changing field. Efforts should be made to keep abreast of

changes in computer technology and security requirements. A training program that meets an

organization’s needs today may become ineffective when the organization starts to use a new

application or changes its environment, such as by connecting to the Internet. Likewise, an

awareness program can become obsolete if laws or organization policies change. For example,

the awareness program should make employees aware of a new policy on e-mail usage.

Employees may discount the CSAT program, and by association the importance of computer

security, if the program does not provide current information.

13.6.7 Evaluate the Program

It is often difficult to measure the effectiveness of an awareness or training program.

Nevertheless, an evaluation should attempt to ascertain how much information is retained, to

what extent computer security procedures are being followed, and general attitudes toward

computer security. The results of such an evaluation should help identify and correct problems.

Some evaluation methods (which can be used in conjunction with one another) are:

! Use student evaluations.

! Observe how well employees follow recommended security procedures.

! Test employees on material covered.

! Monitor the number and kind of computer security incidents reported before and

III. Operational Controls

The number of incidents will not necessarily go down. For example, virus-related losses may decrease

100

when users know the proper procedures to avoid infection. On the other hand, reports of incidents may go up as

users employ virus scanners and find more viruses. In addition, users will now know that virus incidents should

be reported and to whom the reports should be sent.

after the program is implemented.

100

13.7 Interdependencies

Training can, and in most cases should, be used to support every control in the handbook. All

controls are more effective if designers, implementers, and users are thoroughly trained.

Policy. Training is a critical means of informing employees of the contents of and reasons for

the organization’s policies.

Security Program Management. Federal agencies need to ensure that appropriate computer

security awareness and training is provided, as required under the Computer Security Act of

1987. A security program should ensure that an organization is meeting all applicable laws and

regulations.

Personnel/User Issues. Awareness, training, and education are often included with other

personnel/user issues. Training is often required before access is granted to a computer system.

13.8 Cost Considerations

The major cost considerations in awareness, training, and education programs are:

! the cost of preparing and updating materials, including the time of the preparer;

! the cost of those providing the instruction;

! employee time attending courses and lectures or watching videos; and

! the cost of outside courses and consultants (both of which may including travel

expenses), including course maintenance.

References

Alexander, M. ed. "Multimedia Means Greater Awareness." Infosecurity News. 4(6), 1993. pp.

90-94.

Burns, G.M. "A Recipe for a Decentralized Security Awareness Program." ISSA Access. Vol. 3,

13. Awareness, Training, and Education

Issue 2, 2nd Quarter 1990. pp. 12-54.

Code of Federal Regulations. 5 CFR 930. Computer Security Training Regulation.

Flanders, D. "Security Awareness - A 70% Solution." Fourth Workshop on Computer Security

Incident Handling, August 1992.

Isaacson, G. "Security Awareness: Making It Work." ISSA Access. 3(4), 1990. pp. 22-24.

National Aeronautics and Space Administration. Guidelines for Development of Computer

Security Awareness and Training (CSAT) Programs. Washington, DC. NASA Guide 2410.1.

March 1990.

Maconachy, V. "Computer Security Education, Training, and Awareness: Turning a

Philosophical Orientation Into Practical Reality." Proceedings of the 12th National Computer

Security Conference. National Institute of Standards and Technology and National Computer

Security Center. Washington, DC. October 1989.

Maconachy, V. "Panel: Federal Information Systems Security Educators’ Association

(FISSEA)." Proceeding of the 15th National Computer Security Conference. National Institute

of Standards and Technology and National Computer Security Center. Baltimore, MD. October

1992.

Suchinsky, A. "Determining Your Training Needs." Proceedings of the 13th National Computer

Security Conference. National Institute of Standards and Technology and National Computer

Security Center. Washington, DC. October 1990.

Todd, M.A. and Guitian C. "Computer Security Training Guidelines." Special Publication 500-

172. Gaithersburg, MD: National Institute of Standards and Technology. November 1989.

U.S. Department of Energy. Computer Security Awareness and Training Guideline (Vol. 1).

Washington, DC. DOE/MA-0320. February 1988.

Wells, R.O. "Security Awareness for the Non-Believers." ISSA Access. Vol. 3, Issue 2, 2nd

Quarter 1990. pp. 10-61.

154

In general, larger systems include mainframes, large minicomputers, and WANs. Smaller systems include

101

PCs and LANs.

System management and administration staff

generally perform support and operations tasks

although sometimes users do. Larger systems may

have full-time operators, system programmers, and

support staff performing these tasks. Smaller

systems may have a part-time administrator.

The primary goal of computer support and

operations is the continued and correct operation

of a computer system. One of the goals of

computer security is the availability and integrity

of systems. These goals are very closely linked.

Chapter 14

SECURITY CONSIDERATIONS

IN

COMPUTER SUPPORT AND OPERATIONS

Computer support and operations refers to

everything done to run a computer system.

This includes both system administration and

tasks external to the system that support its

operation (e.g., maintaining documentation).

It does not include system planning or design.

The support and operation of any computer

system, from a three-person local area

network to a worldwide application serving thousands of users, is critical to maintaining the

security of a system. Support and operations are routine activities that enable computer systems

to function correctly. These include fixing software or hardware problems, loading and

maintaining software, and helping users resolve problems.

The failure to consider security as part of the support and operations of computer systems is, for

many organizations, their Achilles heel. Computer security system literature includes many

examples of how organizations undermined their often expensive security measures because of

poor documentation, old user accounts, conflicting software, or poor control of maintenance

accounts. Also, an organization’s policies and procedures often fail to address many of these

important issues.

The important security considerations within some of the major categories of support and

operations are:

! user support,

! software support,

! configuration management,

! backups,

! media controls,

! documentation, and

! maintenance.

Some special considerations are noted for larger or smaller systems.

101

III. Operational Controls

User support should be closely linked to the

organization’s incident handling capability. In

many cases, the same personnel perform these

functions.

Small systems are especially susceptible to viruses,

while networks are particularly susceptible to

hacker attacks, which can be targeted at multiple

systems. System support personnel should be able

to recognize attacks and know how to respond.

This chapter addresses the support and operations activities directly related to security. Every

control discussed in this handbook relies, in one way or another, on computer system support

and operations. This chapter, however, focuses on areas not covered in other chapters. For

example, operations personnel normally create user accounts on the system. This topic is

covered in the Identification and Authentication chapter, so it is not discussed here. Similarly,

the input from support and operations staff to the security awareness and training program is

covered in the Security Awareness, Training, and Education chapter.

14.1 User Support

In many organizations, user support takes place through a Help Desk. Help Desks can support

an entire organization, a subunit, a specific system, or a combination of these. For smaller

systems, the system administrator normally provides direct user support. Experienced users

provide informal user support on most systems.

An important security consideration for user

support personnel is being able to recognize

which problems (brought to their attention by

users) are security-related. For example,

users’ inability to log onto a computer system

may result from the disabling of their

accounts due to too many failed access

attempts. This could indicate the presence of hackers trying to guess users’ passwords.

In general, system support and operations staff need to be able to identify security problems,

respond appropriately, and inform appropriate individuals. A wide range of possible security

problems exist. Some will be internal to custom applications, while others apply to off-the-shelf

products. Additionally, problems can be software- or hardware-based.

The more responsive and knowledgeable

system support and operation staff personnel

are, the less user support will be provided

informally. The support other users provide

is important, but they may not be aware of the

"whole picture."

14.2 Software Support

Software is the heart of an organization’s computer operations, whatever the size and complexity

of the system. Therefore, it is essential that software function correctly and be protected from

corruption. There are many elements of software support.

14. Security Considerations in Computer Support and Operations

This chapter only addresses configuration management during the operational phase. Configuration

102

management can have extremely important security consequences during the development phase of a system.

Viruses take advantage of the weak software

controls in personal computers. Also, there are

powerful utilities available for PCs that can restore

deleted files, find hidden files, and interface

directly with PC hardware, bypassing the operating

system. Some organizations use personal

computers without floppy drives in order to have

better control over the system.

There are several widely available utilities that

look for security problems in both networks and

the systems attached to them. Some utilities look

for and try to exploit security vulnerabilities.

(This type of software is further discussed in

Chapter 9.)

One is controlling what software is used on a system. If users or systems personnel can load and

execute any software on a system, the system is more vulnerable to viruses, to unexpected

software interactions, and to software that may subvert or bypass security controls. One method

of controlling software is to inspect or test software before it is loaded (e.g., to determine

compatibility with custom applications or identify other unforeseen interactions). This can apply

to new software packages, to upgrades, to off-the-shelf products, or to custom software, as

deemed appropriate. In addition to controlling the loading and execution of new software,

organizations should also give care to the configuration and use of powerful system utilities.

System utilities can compromise the integrity of operating systems and logical access controls.

A second element in software support can be

to ensure that software has not been modified

without proper authorization. This involves

the protection of software and backup copies.

This can be done with a combination of

logical and physical access controls.

Many organizations also include a program to

ensure that software is properly licensed, as

required. For example, an organization may

audit systems for illegal copies of

copyrighted software. This problem is

primarily associated with PCs and LANs, but

can apply to any type of system.

14.3 Configuration Management

Closely related to software support is configuration management S the process of keeping track

of changes to the system and, if needed, approving them. Configuration management

102

normally addresses hardware, software, networking, and other changes; it can be formal or

informal. The primary security goal of configuration management is ensuring that changes to the

system do not unintentionally or unknowingly diminish security. Some of the methods discussed

under software support, such as inspecting and testing software changes, can be used. Chapter 9

discusses other methods.

III. Operational Controls

For networked systems, configuration management

should include external connections. Is the

computer system connected? To what other

systems? In turn, to what systems are these

systems and organizations connected?

Users of smaller systems are often responsible for

their own backups. However, in reality they do

not always perform backups regularly. Some

organizations, therefore, task support personnel

with making backups periodically for smaller

systems, either automatically (through server

software) or manually (by visiting each machine).

Note that the security goal is to know what

changes occur, not to prevent security from

being changed. There may be circumstances

when security will be reduced. However, the

decrease in security should be the result of a

decision based on all appropriate factors.

A second security goal of configuration

management is ensuring that changes to the system are reflected in other documentation, such as

the contingency plan. If the change is major, it may be necessary to reanalyze some or all of the

security of the system. This is discussed in Chapter 8.

14.4 Backups

Support and operations personnel and

sometimes users back up software and data.

This function is critical to contingency

planning. Frequency of backups will depend

upon how often data changes and how

important those changes are. Program

managers should be consulted to determine

what backup schedule is appropriate. Also,

as a safety measure, it is useful to test that

backup copies are actually usable. Finally, backups should be stored securely, as appropriate

(discussed below).

14.5 Media Controls

Media controls include a variety of measures to provide physical and environmental protection

and accountability for tapes, diskettes, printouts, and other media. From a security perspective,

media controls should be designed to prevent the loss of confidentiality, integrity, or availability

of information, including data or software, when stored outside the system. This can include

storage of information before it is input to the system and after it is output.

The extent of media control depends upon many factors, including the type of data, the quantity

of media, and the nature of the user environment. Physical and environmental protection is used

to prevent unauthorized individuals from accessing the media. It also protects against such

factors as heat, cold, or harmful magnetic fields. When necessary, logging the use of individual

media (e.g., a tape cartridge) provides detailed accountability S to hold authorized people

responsible for their actions.

14. Security Considerations in Computer Support and Operations

Typical markings for media could include:

Privacy Act Information, Company Proprietary, or

Joe’s Backup Tape. In each case, the individuals

handling the media must know the applicable

handling instructions. For example, at the Acme

Patent Research Firm, proprietary information may

not leave the building except under the care of a

security officer. Also, Joe’s Backup Tape should

be easy to find in case something happens to Joe’s

system.

14.5.1 Marking

Controlling media may require some form of physical labeling. The labels can be used to

identify media with special handling instructions, to locate needed information, or to log media

(e.g., with serial/control numbers or bar codes) to support accountability. Identification is often

by colored labels on diskettes or tapes or banner pages on printouts.

If labeling is used for special handling

instructions, it is critical that people be

appropriately trained. The marking of PC

input and output is generally the

responsibility of the user, not the system

support staff. Marking backup diskettes can

help prevent them from being accidentally

overwritten.

14.5.2 Logging

The logging of media is used to support accountability. Logs can include control numbers (or

other tracking data), the times and dates of transfers, names and signatures of individuals

involved, and other relevant information. Periodic spot checks or audits may be conducted to

determine that no controlled items have been lost and that all are in the custody of individuals

named in control logs. Automated media tracking systems may be helpful for maintaining

inventories of tape and disk libraries.

14.5.3 Integrity Verification

When electronically stored information is read into a computer system, it may be necessary to

determine whether it has been read correctly or subject to any modification. The integrity of

electronic information can be verified using error detection and correction or, if intentional

modifications are a threat, cryptographic-based technologies. (See Chapter 19.)

14.5.4 Physical Access Protection

Media can be stolen, destroyed, replaced with a look-alike copy, or lost. Physical access

controls, which can limit these problems, include locked doors, desks, file cabinets, or safes.

If the media requires protection at all times, it may be necessary to actually output data to the

media in a secure location (e.g., printing to a printer in a locked room instead of to a general-

purpose printer in a common area).

Physical protection of media should be extended to backup copies stored offsite. They generally

III. Operational Controls

Many people throw away old diskettes, believing

that erasing the files on the diskette has made the

data unretrievable. In reality, however, erasing a

file simply removes the pointer to that file. The

pointer tells the computer where the file is

physically stored. Without this pointer, the files

will not appear on a directory listing. This does

not mean that the file was removed. Commonly

available utility programs can often retrieve

information that is presumed deleted.

should be accorded an equivalent level of protection to media containing the same information

stored onsite. (Equivalent protection does not mean that the security measures need to be exactly

the same. The controls at the off-site location are quite likely to be different from the controls at

the regular site.) Physical access is discussed in Chapter 15.

14.5.5 Environmental Protection

Magnetic media, such as diskettes or magnetic tape, require environmental protection, since they

are sensitive to temperature, liquids, magnetism, smoke, and dust. Other media (e.g., paper and

optical storage) may have different sensitivities to environmental factors.

14.5.6 Transmittal

Media control may be transferred both within the organization and to outside elements.

Possibilities for securing such transmittal include sealed and marked envelopes, authorized

messenger or courier, or U.S. certified or registered mail.

14.5.7 Disposition

When media is disposed of, it may be

important to ensure that information is not

improperly disclosed. This applies both to

media that is external to a computer system

(such as a diskette) and to media inside a

computer system, such as a hard disk. The

process of removing information from media

is called sanitization.

Three techniques are commonly used for media sanitization: overwriting, degaussing, and

destruction. Overwriting is an effective method for clearing data from magnetic media. As the

name implies, overwriting uses a program to write (1s, 0s, or a combination) onto the media.

Common practice is to overwrite the media three times. Overwriting should not be confused

with merely deleting the pointer to a file (which typically happens when a delete command is

used). Overwriting requires that the media be in working order. Degaussing is a method to

magnetically erase data from magnetic media. Two types of degausser exist: strong permanent

magnets and electric degaussers. The final method of sanitization is destruction of the media by

shredding or burning.

14.6 Documentation

Documentation of all aspects of computer support and operations is important to ensure

continuity and consistency. Formalizing operational practices and procedures with sufficient

14. Security Considerations in Computer Support and Operations

One of the most common methods hackers use to

break into systems is through maintenance

accounts that still have factory-set or easily

guessed passwords.

detail helps to eliminate security lapses and oversights, gives new personnel sufficiently detailed

instructions, and provides a quality assurance function to help ensure that operations will be

performed correctly and efficiently.

The security of a system also needs to be documented. This includes many types of

documentation, such as security plans, contingency plans, risk analyses, and security policies and

procedures. Much of this information, particularly risk and threat analyses, has to be protected

against unauthorized disclosure. Security documentation also needs to be both current and

accessible. Accessibility should take special factors into account (such as the need to find the

contingency plan during a disaster).

Security documentation should be designed to fulfill the needs of the different types of people

who use it. For this reason, many organizations separate documentation into policy and

procedures. A security procedures manual should be written to inform various system users

how to do their jobs securely. A security procedures manual for systems operations and support

staff may address a wide variety of technical and operational concerns in considerable detail.

14.7 Maintenance

System maintenance requires either physical or logical access to the system. Support and

operations staff, hardware or software vendors, or third-party service providers may maintain a

system. Maintenance may be performed on site, or it may be necessary to move equipment to a

repair site. Maintenance may also be performed remotely via communications connections. If

someone who does not normally have access to the system performs maintenance, then a security

vulnerability is introduced.

In some circumstances, it may be necessary to take additional precautions, such as conducting

background investigations of service personnel. Supervision of maintenance personnel may

prevent some problems, such as "snooping around" the physical area. However, once someone

has access to the system, it is very difficult for supervision to prevent damage done through the

maintenance process.

Many computer systems provide maintenance

accounts. These special log-in accounts are

normally preconfigured at the factory with

pre-set, widely known passwords. It is

critical to change these passwords or

otherwise disable the accounts until they are

needed. Procedures should be developed to

ensure that only authorized maintenance personnel can use these accounts. If the account is to

be used remotely, authentication of the maintenance provider can be performed using call-back

confirmation. This helps ensure that remote diagnostic activities actually originate from an

III. Operational Controls

established phone number at the vendor’s site. Other techniques can also help, including

encryption and decryption of diagnostic communications; strong identification and

authentication techniques, such as tokens; and remote disconnect verification.

Larger systems may have diagnostic ports. In addition, manufacturers of larger systems and

third-party providers may offer more diagnostic and support services. It is critical to ensure that

these ports are only used by authorized personnel and cannot be accessed by hackers.

14.8 Interdependencies

There are support and operations components in most of the controls discussed in this handbook.

Personnel. Most support and operations staff have special access to the system. Some

organizations conduct background checks on individuals filling these positions to screen out

possibly untrustworthy individuals.

Incident Handling. Support and operations may include an organization’s incident handling

staff. Even if they are separate organizations, they need to work together to recognize and

respond to incidents.

Contingency Planning. Support and operations normally provides technical input to contingency

planning and carries out the activities of making backups, updating documentation, and

practicing responding to contingencies.

Security Awareness, Training, and Education. Support and operations staff should be trained in

security procedures and should be aware of the importance of security. In addition, they provide

technical expertise needed to teach users how to secure their systems.

Physical and Environmental. Support and operations staff often control the immediate physical

area around the computer system.

Technical Controls. The technical controls are installed, maintained, and used by support and

operations staff. They create the user accounts, add users to access control lists, review audit

logs for unusual activity, control bulk encryption over telecommunications links, and perform

the countless operational tasks needed to use technical controls effectively. In addition, support

and operations staff provide needed input to the selection of controls based on their knowledge

of system capabilities and operational constraints.

Assurance. Support and operations staff ensure that changes to a system do not introduce

security vulnerabilities by using assurance methods to evaluate or test the changes and their

effect on the system. Operational assurance is normally performed by support and operations

staff.

14. Security Considerations in Computer Support and Operations

14.9 Cost Considerations

The cost of ensuring adequate security in day-to-day support and operations is largely dependent

upon the size and characteristics of the operating environment and the nature of the processing

being performed. If sufficient support personnel are already available, it is important that they

be trained in the security aspects of their assigned jobs; it is usually not necessary to hire

additional support and operations security specialists. Training, both initial and ongoing, is a

cost of successfully incorporating security measures into support and operations activities.

Another cost is that associated with creating and updating documentation to ensure that security

concerns are appropriately reflected in support and operations policies, procedures, and duties.

References

Bicknell, Paul. "Data Security for Personal Computers." Proceedings of the 15th National

Computer Security Conference. Vol. I. National Institute of Standards and Technology and

National Computer Security Center. Baltimore, MD. October 1992.

Caelli, William, Dennis Longley, and Michael Shain. Information Security Handbook. New

York, NY: Stockton Press, 1991.

Carnahan, Lisa J. "A Local Area Network Security Architecture." Proceedings of the 15th

National Computer Security Conference. Vol. I. National Institute of Standards and Technology

and National Computer Security Center. Baltimore, MD. 1992.

Carroll, J.M. Managing Risk: A Computer-Aided Strategy. Boston, MA: Butterworths, 1984.

Chapman, D. Brent. "Network (In)Security Through IP Packet Filtering." Proceedings of the 3rd

USENIX UNIX Security Symposium, 1992.

Curry, David A. UNIX System Security: A Guide for Users and System Administrators. Reading,

MA: Addison-Wesley Publishing Co., Inc., 1992.

Garfinkel, Simson, and Gene Spafford. Practical UNIX Security. Sebastopol, CA: O’Reilly &

Associates, 1991.

Holbrook, Paul, and Joyce Reynolds, eds. Site Security Handbook. Available by anonymous ftp

from nic.ddn.mil (in rfc directory).

Internet Security for System & Network Administrators. Computer Emergency Response Team

Security Seminars, CERT Coordination Center, 1993.

III. Operational Controls

Murray, W.H. "Security Considerations for Personal Computers." Tutorial: Computer and

Network Security. Oakland, CA: IEEE Computer Society Press, 1986.

Parker, Donna B. Managers Guide to Computer Security. Reston, VA: Reston Publishing, Inc.,

1981.

Pfleeger, Charles P. Security in Computing. Englewood Cliffs, NJ: Prentice-Hall, Inc., 1989.

This chapter draws upon work by Robert V. Jacobson, International Security Technology, Inc., funded by

103

the Tennessee Valley Authority.

Physical and environmental security controls are

implemented to protect the facility housing system

resources, the system resources themselves, and

the facilities used to support their operation.

Chapter 15

PHYSICAL AND ENVIRONMENTAL SECURITY

The term physical and environmental

security, as used in this chapter, refers to

measures taken to protect systems, buildings,

and related supporting infrastructure against

threats associated with their physical

environment. Physical and environmental

103

security controls include the following three

broad areas:

1. The physical facility is usually the building, other structure, or vehicle housing the

system and network components. Systems can be characterized, based upon their operating

location, as static, mobile, or portable. Static systems are installed in structures at fixed

locations. Mobile systems are installed in vehicles that perform the function of a structure,

but not at a fixed location. Portable systems are not installed in fixed operating locations.

They may be operated in wide variety of locations, including buildings or vehicles, or in the

open. The physical characteristics of these structures and vehicles determine the level of

such physical threats as fire, roof leaks, or unauthorized access.

2. The facility’s general geographic operating location determines the characteristics of

natural threats, which include earthquakes and flooding; man-made threats such as

burglary, civil disorders, or interception of transmissions and emanations; and damaging

nearby activities, including toxic chemical spills, explosions, fires, and electromagnetic

interference from emitters, such as radars.

3. Supporting facilities are those services (both technical and human) that underpin the

operation of the system. The system’s operation usually depends on supporting facilities

such as electric power, heating and air conditioning, and telecommunications. The failure

or substandard performance of these facilities may interrupt operation of the system and

may cause physical damage to system hardware or stored data.

This chapter first discusses the benefits of physical security measures, and then presents an

overview of common physical and environmental security controls. Physical and environmental

security measures result in many benefits, such as protecting employees. This chapter focuses

on the protection of computer systems from the following:

III. Operational Controls

Interruptions in Providing Computer Services. An external threat may interrupt the scheduled

operation of a system. The magnitude of the losses depends on the duration and timing of the

service interruption and the characteristics of the operations end users perform.

Physical Damage. If a system’s hardware is damaged or destroyed, it usually has to be repaired

or replaced. Data may be destroyed as an act of sabotage by a physical attack on data storage

media (e.g., rendering the data unreadable or only partly readable). If data stored by a system for

operational use is destroyed or corrupted, the data needs to be restored from back-up copies or

from the original sources before the system can be used. The magnitude of loss from physical

damage depends on the cost to repair or replace the damaged hardware and data, as well as costs

arising from service interruptions.

Unauthorized Disclosure of Information. The physical characteristics of the facility housing a

system may permit an intruder to gain access both to media external to system hardware (such as

diskettes, tapes and printouts) and to media within system components (such as fixed disks),

transmission lines or display screens. All may result in loss of disclosure-sensitive information.

Loss of Control over System Integrity. If an intruder gains access to the central processing unit,

it is usually possible to reboot the system and bypass logical access controls. This can lead to

information disclosure, fraud, replacement of system and application software, introduction of a

Trojan horse, and more. Moreover, if such access is gained, it may be very difficult to determine

what has been modified, lost, or corrupted.

Physical Theft. System hardware may be stolen. The magnitude of the loss is determined by

the costs to replace the stolen hardware and restore data stored on stolen media. Theft may also

result in service interruptions.

This chapter discusses seven major areas of physical and environmental security controls:

! physical access controls,

! fire safety,

! supporting utilities,

! structural collapse,

! plumbing leaks,

! interception of data, and

! mobile and portable systems.

15. Physical and Environmental Security

Life Safety

It is important to understand that the objectives of

physical access controls may be in conflict with

those of life safety. Simply stated, life safety

focuses on providing easy exit from a facility,

particularly in an emergency, while physical

security strives to control entry. In general, life

safety must be given first consideration, but it is

usually possible to achieve an effective balance

between the two goals.

For example, it is often possible to equip

emergency exit doors with a time delay. When

one pushes on the panic bar, a loud alarm sounds,

and the door is released after a brief delay. The

expectation is that people will be deterred from

using such exits improperly, but will not be

significantly endangered during an emergency

evacuation.

There are many types of physical access controls,

including badges, memory cards, guards, keys,

true-floor-to-true-ceiling wall construction, fences,

and locks.

15.1 Physical Access Controls

Physical access controls restrict the entry and

exit of personnel (and often equipment and

media) from an area, such as an office

building, suite, data center, or room

containing a LAN server.

The controls over physical access to the

elements of a system can include controlled

areas, barriers that isolate each area, entry

points in the barriers, and screening measures

at each of the entry points. In addition, staff

members who work in a restricted area serve

an important role in providing physical

security, as they can be trained to challenge

people they do not recognize.

Physical access controls should address not

only the area containing system hardware, but

also locations of wiring used to connect

elements of the system, the electric power service, the air conditioning and heating plant,

telephone and data lines, backup media and source documents, and any other elements required

system’s operation. This means that all the areas in the building(s) that contain system elements

must be identified.

It is also important to review the effectiveness

of physical access controls in each area, both

during normal business hours, and at other

times S particularly when an area may be

unoccupied. Effectiveness depends on both

the characteristics of the control devices used

(e.g., keycard-controlled doors) and the

implementation and operation. Statements to the effect that "only authorized persons may enter

this area" are not particularly effective. Organizations should determine whether intruders can

easily defeat the controls, the extent to which strangers are challenged, and the effectiveness of

other control procedures. Factors like these modify the effectiveness of physical controls.

The feasibility of surreptitious entry also needs to be considered. For example, it may be

possible to go over the top of a partition that stops at the underside of a suspended ceiling or to

cut a hole in a plasterboard partition in a location hidden by furniture. If a door is controlled by

a combination lock, it may be possible to observe an authorized person entering the lock

III. Operational Controls

Types of Building Construction

There are four basic kinds of building

construction: (a) light frame, (b) heavy timber, (c)

incombustible, and (d) fire resistant. Note that the

term fireproof is not used because no structure can

resist a fire indefinitely. Most houses are light

frame, and cannot survive more than about thirty

minutes in a fire. Heavy timber means that the

basic structural elements have a minimum

thickness of four inches. When such structures

burn, the char that forms tends to insulate the

interior of the timber and the structure may

survive for an hour or more depending on the

details. Incombustible means that the structure

members will not burn. This almost always means

that the members are steel. Note, however, that

steel loses it strength at high temperatures, at

which point the structure collapses. Fire resistant

means that the structural members are

incombustible and are insulated. Typically, the

insulation is either concrete that encases steel

members, or is a mineral wool that is sprayed onto

the members. Of course, the heavier the

insulation, the longer the structure will resist a

fire.

Note that a building constructed of reinforced

concrete can still be destroyed in a fire if there is

sufficient fuel present and fire fighting is

ineffective. The prolonged heat of a fire can cause

differential expansion of the concrete which causes

spalling. Portions of the concrete split off,

exposing the reinforcing, and the interior of the

concrete is subject to additional spalling.

Furthermore, as heated floor slabs expand outward,

they deform supporting columns. Thus, a

reinforced concrete parking garage with open

exterior walls and a relatively low fire load has a

low fire risk, but a similar archival record storage

facility with closed exterior walls and a high fire

load has a higher risk even though the basic

building material is incombustible.

combination. If keycards are not carefully controlled, an intruder may be able to steal a card left

on a desk or use a card passed back by an accomplice.

Corrective actions can address any of the factors listed above. Adding an additional barrier

reduces the risk to the areas behind the barrier. Enhancing the screening at an entry point can

reduce the number of penetrations. For example, a guard may provide a higher level of

screening than a keycard-controlled door, or an anti-

passback feature can be added. Reorganizing traffic

patterns, work flow, and work areas may reduce the

number of people who need access to a restricted

area. Physical modifications to barriers can reduce

the vulnerability to surreptitious entry. Intrusion

detectors, such as closed-circuit television cameras,

motion detectors, and other devices, can detect

intruders in unoccupied spaces.

15.2 Fire Safety Factors

Building fires are a particularly important security

threat because of the potential for complete

destruction of both hardware and data, the risk to

human life, and the pervasiveness of the damage.

Smoke, corrosive gases, and high humidity from a

localized fire can damage systems throughout an

entire building. Consequently, it is important to

evaluate the fire safety of buildings that house

systems. Following are important factors in

determining the risks from fire.

Ignition Sources. Fires begin because something

supplies enough heat to cause other materials to burn.

Typical ignition sources are failures of electric

devices and wiring, carelessly discarded cigarettes,

improper storage of materials subject to spontaneous

combustion, improper operation of heating devices,

and, of course, arson.

Fuel Sources. If a fire is to grow, it must have a

supply of fuel, material that will burn to support its

growth, and an adequate supply of oxygen. Once a

fire becomes established, it depends on the

combustible materials in the building (referred to as

15. Physical and Environmental Security

As discussed in this section, many variables affect fire safety and should be taken into account in selecting

104

a fire extinguishment system. While automatic sprinklers can be very effective, selection of a fire extinguishment

system for a particular building should take into account the particular fire risk factors. Other factors may

include rate changes from either a fire insurance carrier or a business interruption insurance carrier. Professional

advice is required.

Occurrences of accidental discharge are extremely rare, and, in a fire, only the sprinkler heads in the

105

immediate area of the fire open and discharge water.

Halons have been identified as harmful to the

Earth’s protective ozone layer. So, under an

international agreement (known as the Montreal

Protocol), production of halons ended January 1,

1994. In September 1992, the General Services

Administration issued a moratorium on halon use

by federal agencies.

the fire load) to support its further growth. The more fuel per square meter, the more intense the

fire will be.

Building Operation. If a building is well maintained and operated so as to minimize the

accumulation of fuel (such as maintaining the integrity of fire barriers), the fire risk will be

minimized.

Building Occupancy. Some occupancies are inherently more dangerous than others because of

an above-average number of potential ignition sources. For example, a chemical warehouse may

contain an above-average fuel load.

Fire Detection. The more quickly a fire is detected, all other things being equal, the more easily

it can be extinguished, minimizing damage. It is also important to accurately pinpoint the

location of the fire.

Fire Extinguishment. A fire will burn until it consumes all of the fuel in the building or until it

is extinguished. Fire extinguishment may be automatic, as with an automatic sprinkler system or

a HALON discharge system, or it may be performed by people using portable extinguishers,

cooling the fire site with a stream of water, by limiting the supply of oxygen with a blanket of

foam or powder, or by breaking the combustion chemical reaction chain.

When properly installed, maintained, and

provided with an adequate supply of water,

automatic sprinkler systems are highly

effective in protecting buildings and their

contents. Nonetheless, one often hears

104

uninformed persons speak of the water

damage done by sprinkler systems as a

disadvantage. Fires that trigger sprinkler

systems cause the water damage. In short,

105

sprinkler systems reduce fire damage, protect the lives of building occupants, and limit the fire

damage to the building itself. All these factors contribute to more rapid recovery of systems

following a fire.

III. Operational Controls

Each of these factors is important when estimating the occurrence rate of fires and the amount of

damage that will result. The objective of a fire-safety program is to optimize these factors to

minimize the risk of fire.

15.3 Failure of Supporting Utilities

Systems and the people who operate them need to have a reasonably well-controlled operating

environment. Consequently, failures of heating and air-conditioning systems will usually cause

a service interruption and may damage hardware. These utilities are composed of many

elements, each of which must function properly.

For example, the typical air-conditioning system consists of (1) air handlers that cool and

humidify room air, (2) circulating pumps that send chilled water to the air handlers, (3) chillers

that extract heat from the water, and (4) cooling towers that discharge the heat to the outside air.

Each of these elements has a mean-time-between-failures (MTBF) and a mean-time-to-repair

(MTTR). Using the MTBF and MTTR values for each of the elements of a system, one can

estimate the occurrence rate of system failures and the range of resulting service interruptions.

This same line of reasoning applies to electric power distribution, heating plants, water, sewage,

and other utilities required for system operation or staff comfort. By identifying the failure

modes of each utility and estimating the MTBF and MTTR, necessary failure threat parameters

can be developed to calculate the resulting risk. The risk of utility failure can be reduced by

substituting units with lower MTBF values. MTTR can be reduced by stocking spare parts on

site and training maintenance personnel. And the outages resulting from a given MTBF can be

reduced by installing redundant units under the assumption that failures are distributed randomly

in time. Each of these strategies can be evaluated by comparing the reduction in risk with the

cost to achieve it.

15.4 Structural Collapse

A building may be subjected to a load greater than it can support. Most commonly this is a

result of an earthquake, a snow load on the roof beyond design criteria, an explosion that

displaces or cuts structural members, or a fire that weakens structural members. Even if the

structure is not completely demolished, the authorities may decide to ban its further use,

sometimes even banning entry to remove materials. This threat applies primarily to high-rise

buildings and those with large interior spaces without supporting columns.

15.5 Plumbing Leaks

While plumbing leaks do not occur every day, they can be seriously disruptive. The building’s

plumbing drawings can help locate plumbing lines that might endanger system hardware. These

lines include hot and cold water, chilled water supply and return lines, steam lines, automatic

15. Physical and Environmental Security

An insider may be able to easily collect data by configuring their ethernet network interface to receive all

106

network traffic, rather than just network traffic intended for this node. This is called the promiscuous mode.

sprinkler lines, fire hose standpipes, and drains. If a building includes a laboratory or

manufacturing spaces, there may be other lines that conduct water, corrosive or toxic chemicals,

or gases.

As a rule, analysis often shows that the cost to relocate threatening lines is difficult to justify.

However, the location of shutoff valves and procedures that should be followed in the event of a

failure must be specified. Operating and security personnel should have this information

immediately available for use in an emergency. In some cases, it may be possible to relocate

system hardware, particularly distributed LAN hardware.

15.6 Interception of Data

Depending on the type of data a system processes, there may be a significant risk if the data is

intercepted. There are three routes of data interception: direct observation, interception of data

transmission, and electromagnetic interception.

Direct Observation. System terminal and workstation display screens may be observed by

unauthorized persons. In most cases, it is relatively easy to relocate the display to eliminate the

exposure.

Interception of Data Transmissions. If an interceptor can gain access to data transmission lines,

it may be feasible to tap into the lines and read the data being transmitted. Network monitoring

tools can be used to capture data packets. Of course, the interceptor cannot control what is

transmitted, and so may not be able to immediately observe data of interest. However, over a

period of time there may be a serious level of disclosure. Local area networks typically

broadcast messages. Consequently, all traffic, including passwords, could be retrieved.

106

Interceptors could also transmit spurious data on tapped lines, either for purposes of disruption

or for fraud.

Electromagnetic Interception. Systems routinely radiate electromagnetic energy that can be

detected with special-purpose radio receivers. Successful interception will depend on the signal

strength at the receiver location; the greater the separation between the system and the receiver,

the lower the success rate. TEMPEST shielding, of either equipment or rooms, can be used to

minimize the spread of electromagnetic signals. The signal-to-noise ratio at the receiver,

determined in part by the number of competing emitters will also affect the success rate. The

more workstations of the same type in the same location performing "random" activity, the more

difficult it is to intercept a given workstation’s radiation. On the other hand, the trend toward

wireless (i.e., deliberate radiation) LAN connections may increase the likelihood of successful

interception.

III. Operational Controls

Encryption of data files on stored media may also

be a cost-effective precaution against disclosure of

confidential information if a laptop computer is

lost or stolen.

15.7 Mobile and Portable Systems

The analysis and management of risk usually has to be modified if a system is installed in a

vehicle or is portable, such as a laptop computer. The system in a vehicle will share the risks of

the vehicle, including accidents and theft, as well as regional and local risks.

Portable and mobile systems share an

increased risk of theft and physical damage.

In addition, portable systems can be

"misplaced" or left unattended by careless

users. Secure storage of laptop computers is

often required when they are not in use.

If a mobile or portable system uses particularly valuable or important data, it may be appropriate

to either store its data on a medium that can be removed from the system when it is unattended or

to encrypt the data. In any case, the issue of how custody of mobile and portable computers are

to be controlled should be addressed. Depending on the sensitivity of the system and its

application, it may be appropriate to require briefings of users and signed briefing

acknowledgments. (See Chapter 10 for an example.)

15.8 Approach to Implementation

Like other security measures, physical and environmental security controls are selected because

they are cost-beneficial. This does not mean that a user must conduct a detailed cost-benefit

analysis for the selection of every control. There are four general ways to justify the selection of

controls:

1. They are required by law or regulation. Fire exit doors with panic bars and exit lights

are examples of security measures required by law or regulation. Presumably, the

regulatory authority has considered the costs and benefits and has determined that it is in the

public interest to require the security measure. A lawfully conducted organization has no

option but to implement all required security measures.

2. The cost is insignificant, but the benefit is material. A good example of this is a facility

with a key-locked low-traffic door to a restricted access. The cost of keeping the door

locked is minimal, but there is a significant benefit. Once a significant benefit/minimal cost

security measure has been identified, no further analysis is required to justify its

implementation.

3. The security measure addresses a potentially "fatal" security exposure but has a

reasonable cost. Backing up system software and data is an example of this justification .

For most systems, the cost of making regular backup copies is modest (compared to the

15. Physical and Environmental Security

costs of operating the system), the organization would not be able to function if the stored

data were lost, and the cost impact of the failure would be material. In such cases, it would

not be necessary to develop any further cost justification for the backup of software and

data. However, this justification depends on what constitutes a modest cost, and it does not

identify the optimum backup schedule. Broadly speaking, a cost that does not require

budgeting of additional funds would qualify.

4. The security measure is estimated to be cost-beneficial. If the cost of a potential security

measure is significant, and it cannot be justified by any of the first three reasons listed

above, then its cost (both implementation and ongoing operation) and its benefit (reduction

in future expected losses) need to be analyzed to determine if it is cost-beneficial. In this

context, cost-beneficial means that the reduction in expected loss is significantly greater

than the cost of implementing the security measure.

Arriving at the fourth justification requires a detailed analysis. Simple rules of thumb do not

apply. Consider, for example, the threat of electric power failure and the security measures that

can protect against such an event. The threat parameters, rate of occurrence, and range of outage

durations depend on the location of the system, the details of its connection to the local electric

power utility, the details of the internal power distribution system, and the character of other

activities in the building that use electric power. The system’s potential losses from service

interruption depends on the details of the functions it performs. Two systems that are otherwise

identical can support functions that have quite different degrees of urgency. Thus, two systems

may have the same electric power failure threat and vulnerability parameters, yet entirely

different loss potential parameters.

Furthermore, a number of different security measures are available to address electric power

failures. These measures differ in both cost and performance. For example, the cost of an

uninterruptible power supply (UPS) depends on the size of the electric load it can support, the

number of minutes it can support the load, and the speed with which it assumes the load when

the primary power source fails. An on-site power generator could also be installed either in

place of a UPS (accepting the fact that a power failure will cause a brief service interruption) or

in order to provide long-term backup to a UPS system. Design decisions include the magnitude

of the load the generator will support, the size of the on-site fuel supply, and the details of the

facilities to switch the load from the primary source or the UPS to the on-site generator.

This example shows systems with a wide range of risks and a wide range of available security

measures (including, of course, no action), each with its own cost factors and performance

parameters.

15.9 Interdependencies

Physical and environmental security measures rely on and support the proper functioning of

III. Operational Controls

many of the other areas discussed in this handbook. Among the most important are the

following:

Logical Access Controls. Physical security controls augment technical means for controlling

access to information and processing. Even if the most advanced and best-implemented logical

access controls are in place, if physical security measures are inadequate, logical access controls

may be circumvented by directly accessing the hardware and storage media. For example, a

computer system may be rebooted using different software.

Contingency Planning. A large portion of the contingency planning process involves the failure

of physical and environmental controls. Having sound controls, therefore, can help minimize

losses from such contingencies.

Identification and Authentication (I&A). Many physical access control systems require that

people be identified and authenticated. Automated physical security access controls can use the

same types of I&A as other computer systems. In addition, it is possible to use the same tokens

(e.g., badges) as those used for other computer-based I&A.

Other. Physical and environmental controls are also closely linked to the activities of the local

guard force, fire house, life safety office, and medical office. These organizations should be

consulted for their expertise in planning controls for the systems environment.

15.10 Cost Considerations

Costs associated with physical security measures range greatly. Useful generalizations about

costs, therefore, are difficult make. Some measures, such as keeping a door locked, may be a

trivial expense. Other features, such as fire-detection and -suppression systems, can be far more

costly. Cost considerations should include operation. For example, adding controlled-entry

doors requires persons using the door to stop and unlock it. Locks also require physical key

management and accounting (and rekeying when keys are lost or stolen). Often these effects

will be inconsequential, but they should be fully considered. As with other security measures,

the objective is to select those that are cost-beneficial.

References

Alexander, M., ed. "Secure Your Computers and Lock Your Doors." Infosecurity News. 4(6),

1993. pp. 80-85.

Archer, R. "Testing: Following Strict Criteria." Security Dealer. 15(5), 1993. pp. 32-35.

Breese, H., ed. The Handbook of Property Conservation. Norwood, MA: Factory Mutual

Engineering Corp.

15. Physical and Environmental Security

Chanaud, R. "Keeping Conversations Confidential." Security Management. 37(3), 1993.

pp. 43-48.

Miehl, F. "The Ins and Outs of Door Locks." Security Management. 37(2), 1993. pp. 48-53.

National Bureau of Standards. Guidelines for ADP Physical Security and Risk Management.

Federal Information Processing Standard Publication 31. June 1974.

Peterson, P. "Infosecurity and Shrinking Media." ISSA Access. 5(2), 1992. pp. 19-22.

Roenne, G. "Devising a Strategy Keyed to Locks." Security Management. 38(4), 1994.

pp. 55-56.

Zimmerman, J. "Using Smart Cards - A Smart Move." Security Management. 36(1), 1992.

pp. 32-36.

176

IV. TECHNICAL CONTROLS

178

Not all types of access control require identification and authentication.

107

Computers also use authentication to verify that a message or file has not been altered and to verify that a

108

message originated with a certain person. This chapter only addresses user authentication. The other forms of

authentication are addressed in the Chapter 19.

A typical user identification could be JSMITH (for

Jane Smith). This information can be known by

system administrators and other system users. A

typical user authentication could be Jane Smith’s

password, which is kept secret. This way system

administrators can set up Jane’s access and see her

activity on the audit trail, and system users can

send her e-mail, but no one can pretend to be

Jane.

Chapter 16

IDENTIFICATION AND AUTHENTICATION

For most systems, identification and authentication (I&A) is the first line of defense. I&A is a

technical measure that prevents unauthorized people (or unauthorized processes) from entering a

computer system.

I&A is a critical building block of computer security since it is the basis for most types of access

control and for establishing user accountability. Access control often requires that the system

107

be able to identify and differentiate among users. For example, access control is often based on

least privilege, which refers to the granting to users of only those accesses required to perform

their duties. User accountability requires the linking of activities on a computer system to

specific individuals and, therefore, requires the system to identify users.

Identification is the means by which a user

provides a claimed identity to the system.

Authentication is the means of establishing

108

the validity of this claim.

This chapter discusses the basic means of

identification and authentication, the current

technology used to provide I&A, and some

important implementation issues.

Computer systems recognize people based on

the authentication data the systems receive. Authentication presents several challenges:

collecting authentication data, transmitting the data securely, and knowing whether the person

who was originally authenticated is still the person using the computer system. For example, a

user may walk away from a terminal while still logged on, and another person may start using it.

There are three means of authenticating a user’s identity which can be used alone or in

combination:

! something the individual knows (a secretS e.g., a password, Personal

Identification Number (PIN), or cryptographic key);

IV. Technical Controls

For most applications, trade-offs will have to be

made among security, ease of use, and ease of

administration, especially in modern networked

environments.

! something the individual possesses (a token S e.g., an ATM card or a smart card);

and

! something the individual is (a biometric S e.g., such characteristics as a voice

pattern, handwriting dynamics, or a fingerprint).

While it may appear that any of these means

could provide strong authentication, there are

problems associated with each. If people

wanted to pretend to be someone else on a

computer system, they can guess or learn that

individual’s password; they can also steal or

fabricate tokens. Each method also has

drawbacks for legitimate users and system administrators: users forget passwords and may lose

tokens, and administrative overhead for keeping track of I&A data and tokens can be substantial.

Biometric systems have significant technical, user acceptance, and cost problems as well.

This section explains current I&A technologies and their benefits and drawbacks as they relate to

the three means of authentication. Although some of the technologies make use of cryptography

because it can significantly strengthen authentication, the explanations of cryptography appear in

Chapter 19, rather than in this chapter.

16.1 I&A Based on Something the User Knows

The most common form of I&A is a user ID coupled with a password. This technique is based

solely on something the user knows. There are other techniques besides conventional passwords

that are based on knowledge, such as knowledge of a cryptographic key.

16.1.1 Passwords

In general, password systems work by requiring the user to enter a user ID and password (or

passphrase or personal identification number). The system compares the password to a

previously stored password for that user ID. If there is a match, the user is authenticated and

granted access.

Benefits of Passwords. Passwords have been successfully providing security for computer

systems for a long time. They are integrated into many operating systems, and users and system

administrators are familiar with them. When properly managed in a controlled environment,

they can provide effective security.

Problems With Passwords. The security of a password system is dependent upon keeping

passwords secret. Unfortunately, there are many ways that the secret may be divulged. All of

16. Identification and Authentication

Improving Password Security

Password generators. If users are not allowed to

generate their own passwords, they cannot pick

easy-to-guess passwords. Some generators create

only pronounceable nonwords to help users

remember them. However, users tend to write

down hard-to-remember passwords.

Limits on log-in attempts. Many operating

systems can be configured to lock a user ID after

a set number of failed log-in attempts. This helps

to prevent guessing of passwords.

Password attributes. Users can be instructed, or

the system can force them, to select passwords (1)

with a certain minimum length, (2) with special

characters, (3) that are unrelated to their user ID,

or (4) to pick passwords which are not in an on-

line dictionary. This makes passwords more

difficult to guess (but more likely to be written

down).

Changing passwords. Periodic changing of

passwords can reduce the damage done by stolen

passwords and can make brute-force attempts to

break into systems more difficult. Too frequent

changes, however, can be irritating to users.

Technical protection of the password file.

Access control and one-way encryption can be

used to protect the password file itself.

Note: Many of these techniques are discussed in FIPS 112,

Password Usage and FIPS 181, Automated Password

Generator.

the problems discussed below can be significantly mitigated by improving password security, as

discussed in the sidebar. However, there is no fix for the problem of electronic monitoring,

except to use more advanced authentication (e.g., based on cryptographic techniques or tokens).

1. Guessing or finding passwords. If

users select their own passwords, they

tend to make them easy to remember.

That often makes them easy to guess.

The names of people’s children, pets, or

favorite sports teams are common

examples. On the other hand, assigned

passwords may be difficult to remember,

so users are more likely to write them

down. Many computer systems are

shipped with administrative accounts

that have preset passwords. Because

these passwords are standard, they are

easily "guessed." Although security

practitioners have been warning about

this problem for years, many system

administrators still do not change default

passwords. Another method of learning

passwords is to observe someone

entering a password or PIN. The

observation can be done by someone in

the same room or by someone some

distance away using binoculars. This is

often referred to as shoulder surfing.

2. Giving passwords away. Users may

share their passwords. They may give

their password to a co-worker in order to

share files. In addition, people can be

tricked into divulging their passwords.

This process is referred to as social

engineering.

3. Electronic monitoring. When passwords are transmitted to a computer system, they can

be electronically monitored. This can happen on the network used to transmit the password

or on the computer system itself. Simple encryption of a password that will be used again

does not solve this problem because encrypting the same password will create the same

ciphertext; the ciphertext becomes the password.

IV. Technical Controls

One-way encryption algorithms only provide for the encryption of data. The resulting ciphertext cannot

109

be decrypted. When passwords are entered into the system, they are one-way encrypted, and the result is

compared with the stored ciphertext. (See the Chapter 19.)

For the purpose of understanding how possession-based I&A works, it is not necessary to distinguish

110

whether possession of a token in various systems is identification or authentication.

4. Accessing the password file. If the password file is not protected by strong access

controls, the file can be downloaded. Password files are often protected with one-way

encryption so that plain-text passwords are not available to system administrators or

109

hackers (if they successfully bypass access controls). Even if the file is encrypted, brute

force can be used to learn passwords if the file is downloaded (e.g., by encrypting English

words and comparing them to the file).

Passwords Used as Access Control. Some mainframe operating systems and many PC

applications use passwords as a means of restricting access to specific resources within a system.

Instead of using mechanisms such as access control lists (see Chapter 17), access is granted by

entering a password. The result is a proliferation of passwords that can reduce the overall

security of a system. While the use of passwords as a means of access control is common, it is

an approach that is often less than optimal and not cost-effective.

16.1.2 Cryptographic Keys

Although the authentication derived from the knowledge of a cryptographic key may be based

entirely on something the user knows, it is necessary for the user to also possess (or have access

to) something that can perform the cryptographic computations, such as a PC or a smart card.

For this reason, the protocols used are discussed in the Smart Tokens section of this chapter.

However, it is possible to implement these types of protocols without using a smart token.

Additional discussion is also provided under the Single Log-in section.

16.2 I&A Based on Something the User Possesses

Although some techniques are based solely on something the user possesses, most of the

techniques described in this section are combined with something the user knows. This

combination can provide significantly stronger security than either something the user knows or

possesses alone.

110

Objects that a user possesses for the purpose of I&A are called tokens. This section divides

tokens into two categories: memory tokens and smart tokens.

16.2.1 Memory Tokens

Memory tokens store, but do not process, information. Special reader/writer devices control the

16. Identification and Authentication

Attacks on memory-card systems have sometimes

been quite creative. One group stole an ATM

machine that they installed at a local shopping

mall. The machine collected valid account

numbers and corresponding PINs, which the

thieves used to forge cards. The forged cards

were then used to withdraw money from legitimate

ATMs.

writing and reading of data to and from the tokens. The most common type of memory token is

a magnetic striped card, in which a thin stripe of magnetic material is affixed to the surface of a

card (e.g., as on the back of credit cards). A common application of memory tokens for

authentication to computer systems is the automatic teller machine (ATM) card. This uses a

combination of something the user possesses (the card) with something the user knows (the

PIN).

Some computer systems authentication technologies are based solely on possession of a token,

but they are less common. Token-only systems are more likely to be used in other applications,

such as for physical access. (See Chapter 15.)

Benefits of Memory Token Systems. Memory tokens when used with PINs provide significantly

more security than passwords. In addition, memory cards are inexpensive to produce. For a

hacker or other would-be masquerader to pretend to be someone else, the hacker must have both

a valid token and the corresponding PIN. This is much more difficult than obtaining a valid

password and user ID combination (especially since most user IDs are common knowledge).

Another benefit of tokens is that they can be used in support of log generation without the need

for the employee to key in a user ID for each transaction or other logged event since the token

can be scanned repeatedly. If the token is required for physical entry and exit, then people will

be forced to remove the token when they leave the computer. This can help maintain

authentication.

Problems With Memory Token Systems. Although sophisticated technical attacks are possible

against memory token systems, most of the problems associated with them relate to their cost,

administration, token loss, user dissatisfaction, and the compromise of PINs. Most of the

techniques for increasing the security of memory token systems relate to the protection of PINs.

Many of the techniques discussed in the sidebar on Improving Password Security apply to PINs.

1. Requires special reader. The need for a special reader increases the cost of using

memory tokens. The readers used for memory tokens must include both the physical unit

that reads the card and a processor that determines whether the card and/or the PIN entered

with the card is valid. If the PIN or token is validated by a processor that is not physically

located with the reader, then the

authentication data is vulnerable to

electronic monitoring (although

cryptography can be used to solve this

problem).

2. Token loss. A lost token may prevent

the user from being able to log in until a

replacement is provided. This can

IV. Technical Controls

increase administrative overhead costs.

The lost token could be found by someone who wants to break into the system, or could be

stolen or forged. If the token is also used with a PIN, any of the methods described above in

password problems can be used to obtain the PIN. Common methods are finding the PIN

taped to the card or observing the PIN being entered by the legitimate user. In addition, any

information stored on the magnetic stripe that has not been encrypted can be read.

3. User Dissatisfaction. In general, users want computers to be easy to use. Many users

find it inconvenient to carry and present a token. However, their dissatisfaction may be

reduced if they see the need for increased security.

16.2.2 Smart Tokens

A smart token expands the functionality of a memory token by incorporating one or more

integrated circuits into the token itself. When used for authentication, a smart token is another

example of authentication based on something a user possesses (i.e., the token itself). A smart

token typically requires a user also to provide something the user knows (i.e., a PIN or

password) in order to "unlock" the smart token for use.

There are many different types of smart tokens. In general, smart tokens can be divided three

different ways based on physical characteristics, interface, and protocols used. These three

divisions are not mutually exclusive.

Physical Characteristics. Smart tokens can be divided into two groups: smart cards and other

types of tokens. A smart card looks like a credit card, but incorporates an embedded

microprocessor. Smart cards are defined by an International Standards Organization (ISO)

standard. Smart tokens that are not smart cards can look like calculators, keys, or other small

portable objects.

Interface. Smart tokens have either a manual or an electronic interface. Manual or human

interface tokens have displays and/or keypads to allow humans to communicate with the card.

Smart tokens with electronic interfaces must be read by special reader/writers. Smart cards,

described above, have an electronic interface. Smart tokens that look like calculators usually

have a manual interface.

Protocol. There are many possible protocols a smart token can use for authentication. In

general, they can be divided into three categories: static password exchange, dynamic password

generators, and challenge-response.

! Static tokens work similarly to memory tokens, except that the users authenticate

themselves to the token and then the token authenticates the user to the computer.

16. Identification and Authentication

! A token that uses a dynamic password generator protocol creates a unique value, for

example, an eight-digit number, that changes periodically (e.g., every minute). If the token

has a manual interface, the user simply reads the current value and then types it into the

computer system for authentication. If the token has an electronic interface, the transfer is

done automatically. If the correct value is provided, the log-in is permitted, and the user is

granted access to the system.

! Tokens that use a challenge-response protocol work by having the computer generate a

challenge, such as a random string of numbers. The smart token then generates a response

based on the challenge. This is sent back to the computer, which authenticates the user

based on the response. The challenge-response protocol is based on cryptography.

Challenge-response tokens can use either electronic or manual interfaces.

There are other types of protocols, some more sophisticated and some less so. The three types

described above are the most common.

Benefits of Smart Tokens

Smart tokens offer great flexibility and can be used to solve many authentication problems. The

benefits of smart tokens vary, depending on the type used. In general, they provide greater

security than memory cards. Smart tokens can solve the problem of electronic monitoring even

if the authentication is done across an open network by using one-time passwords.

1. One-time passwords. Smart tokens that use either dynamic password generation or

challenge-response protocols can create one-time passwords. Electronic monitoring is not a

problem with one-time passwords because each time the user is authenticated to the

computer, a different "password" is used. (A hacker could learn the one-time password

through electronic monitoring, but would be of no value.)

2. Reduced risk of forgery. Generally, the memory on a smart token is not readable unless

the PIN is entered. In addition, the tokens are more complex and, therefore, more difficult

to forge.

3. Multi-application. Smart tokens with electronic interfaces, such as smart cards, provide

a way for users to access many computers using many networks with only one log-in. This

is further discussed in the Single Log-in section of this chapter. In addition, a single smart

card can be used for multiple functions, such as physical access or as a debit card.

Problems with Smart Tokens

Like memory tokens, most of the problems associated with smart tokens relate to their cost, the

administration of the system, and user dissatisfaction. Smart tokens are generally less vulnerable

IV. Technical Controls

Electronic reader/writers can take many forms,

such as a slot in a PC or a separate external

device. Most human interfaces consist of a

keypad and display.

Biometric authentication generally operates in the

following manner:

Before any authentication attempts, a user is

"enrolled" by creating a reference profile (or

template) based on the desired physical attribute.

The resulting template is associated with the

identity of the user and stored for later use.

When attempting authentication, the user’s

biometric attribute is measured. The previously

stored reference profile of the biometric attribute is

compared with the measured profile of the

attribute taken from the user. The result of the

comparison is then used to either accept or reject

the user.

to the compromise of PINs because authentication usually takes place on the card. (It is

possible, of course, for someone to watch a PIN being entered and steal that card.) Smart tokens

cost more than memory cards because they are more complex, particularly challenge-response

calculators.

1. Need reader/writers or human

intervention. Smart tokens can use either

an electronic or a human interface. An

electronic interface requires a reader,

which creates additional expense.

Human interfaces require more actions

from the user. This is especially true for

challenge-response tokens with a manual interface, which require the user to type the

challenge into the smart token and the response into the computer. This can increase user

dissatisfaction.

2. Substantial Administration. Smart tokens, like passwords and memory tokens, require

strong administration. For tokens that use cryptography, this includes key management.

(See Chapter 19.)

16.3 I&A Based on Something the User Is

Biometric authentication technologies use the unique characteristics (or attributes) of an

individual to authenticate that person’s identity. These include physiological attributes (such as

fingerprints, hand geometry, or retina patterns) or behavioral attributes (such as voice patterns

and hand-written signatures). Biometric authentication technologies based upon these attributes

have been developed for computer log-in applications.

Biometric authentication is technically

complex and expensive, and user acceptance

can be difficult. However, advances continue

to be made to make the technology more

reliable, less costly, and more user-friendly.

Biometric systems can provide an increased

level of security for computer systems, but

the technology is still less mature than that of

memory tokens or smart tokens.

Imperfections in biometric authentication

devices arise from technical difficulties in

measuring and profiling physical attributes as

well as from the somewhat variable nature of

16. Identification and Authentication

One method of looking for improperly used

accounts is for the computer to inform users when

they last logged on. This allows users to check if

someone else used their account.

physical attributes. These may change, depending on various conditions. For example, a

person’s speech pattern may change under stressful conditions or when suffering from a sore

throat or cold.

Due to their relatively high cost, biometric systems are typically used with other authentication

means in environments requiring high security.

16.4 Implementing I&A Systems

Some of the important implementation issues for I&A systems include administration,

maintaining authentication, and single log-in.

16.4.1 Administration

Administration of authentication data is a critical element for all types of authentication systems.

The administrative overhead associated with I&A can be significant. I&A systems need to

create, distribute, and store authentication data. For passwords, this includes creating passwords,

issuing them to users, and maintaining a password file. Token systems involve the creation and

distribution of tokens/PINs and data that tell the computer how to recognize valid tokens/PINs.

For biometric systems, this includes creating and storing profiles.

The administrative tasks of creating and distributing authentication data and tokens can be a

substantial. Identification data has to be kept current by adding new users and deleting former

users. If the distribution of passwords or tokens is not controlled, system administrators will not

know if they have been given to someone other than the legitimate user. It is critical that the

distribution system ensure that authentication data is firmly linked with a given individual.

Some of these issues are discussed in Chapter 10 under User Administration.

In addition, I&A administrative tasks should

address lost or stolen passwords or tokens. It

is often necessary to monitor systems to look

for stolen or shared accounts.

Authentication data needs to be stored

securely, as discussed with regard to

accessing password files. The value of authentication data lies in the data’s confidentiality,

integrity, and availability. If confidentiality is compromised, someone may be able to use the

information to masquerade as a legitimate user. If system administrators can read the

authentication file, they can masquerade as another user. Many systems use encryption to hide

IV. Technical Controls

Masquerading by system administrators cannot be prevented entirely. However, controls can be set up so

111

that improper actions by the system administrator can be detected in audit records.

After a user signs on, the computer treats all commands originating from the user’s physical device (such

112

as a PC or terminal) as being from that user.

Single log-in is somewhat of a misnomer. It is currently not feasible to have one sign-on for every

113

computer system a user might wish to access. The types of single log-in described apply mainly to groups of

systems (e.g., within an organization or a consortium).

the authentication data from the system administrators. If integrity is compromised,

111

authentication data can be added or the system can be disrupted. If availability is compromised,

the system cannot authenticate users, and the users may not be able to work.

16.4.2 Maintaining Authentication

So far, this chapter has discussed initial authentication only. It is also possible for someone to

use a legitimate user’s account after log-in. Many computer systems handle this problem by

112

logging a user out or locking their display or session after a certain period of inactivity.

However, these methods can affect productivity and can make the computer less user-friendly.

16.4.3 Single Log-in

From an efficiency viewpoint, it is desirable for users to authenticate themselves only once and

then to be able to access a wide variety of applications and data available on local and remote

systems, even if those systems require users to authenticate themselves. This is known as single

log-in. If the access is within the same host computer, then the use of a modern access control

113

system (such as an access control list) should allow for a single log-in. If the access is across

multiple platforms, then the issue is more complicated, as discussed below. There are three main

techniques that can provide single log-in across multiple computers: host-to-host authentication,

authentication servers, and user-to-host authentication.

Host-to-Host Authentication. Under a host-to-host authentication approach, users authenticate

themselves once to a host computer. That computer then authenticates itself to other computers

and vouches for the specific user. Host-to-host authentication can be done by passing an

identification, a password, or by a challenge-response mechanism or other one-time password

scheme. Under this approach, it is necessary for the computers to recognize each other and to

trust each other.

Authentication Servers. When using authentication server, the users authenticate themselves to a

special host computer (the authentication server). This computer then authenticates the user to

16. Identification and Authentication

Kerberos and SPX are examples of network

authentication server protocols. They both use

cryptography to authenticate users to computers on

networks.

other host computers the user wants to access.

Under this approach, it is necessary for the

computers to trust the authentication server.

(The authentication server need not be a

separate computer, although in some

environments this may be a cost-effective

way to increase the security of the server.)

Authentication servers can be distributed geographically or logically, as needed, to reduce

workload.

User-to-Host. A user-to-host authentication approach requires the user to log-in to each host

computer. However, a smart token (such as a smart card) can contain all authentication data and

perform that service for the user. To users, it looks as though they were only authenticated once.

16.5 Interdependencies

There are many interdependencies among I&A and other controls. Several of them have been

discussed in the chapter.

Logical Access Controls. Access controls are needed to protect the authentication database.

I&A is often the basis for access controls. Dial-back modems and firewalls, discussed in

Chapter 17, can help prevent hackers from trying to log-in.

Audit. I&A is necessary if an audit log is going to be used for individual accountability.

Cryptography. Cryptography provides two basic services to I&A: it protects the confidentiality

of authentication data, and it provides protocols for proving knowledge and/or possession of a

token without having to transmit data that could be replayed to gain access to a computer system.

16.6 Cost Considerations

In general, passwords are the least expensive authentication technique and generally the least

secure. They are already embedded in many systems. Memory tokens are less expensive than

smart tokens, but have less functionality. Smart tokens with a human interface do not require

readers, but are more inconvenient to use. Biometrics tend to be the most expensive.

For I&A systems, the cost of administration is often underestimated. Just because a system

comes with a password system does not mean that using it is free. For example, there is

significant overhead to administering the I&A system.

IV. Technical Controls

References

Alexander, M., ed. "Keeping the Bad Guys Off-Line." Infosecurity News. 4(6), 1993. pp. 54-65.

American Bankers Association. American National Standard for Financial Institution Sign-On

Authentication for Wholesale Financial Transactions. ANSI X9.26-1990. Washington, DC,

February 28, 1990.

CCITT Recommendation X.509. The Directory - Authentication Framework. November 1988

(Developed in collaboration, and technically aligned, with ISO 9594-8).

Department of Defense. Password Management Guideline. CSC-STD-002-85. April 12, 1985.

Feldmeier, David C., and Philip R. Kam. "UNIX Password Security - Ten Years Later." Crypto

’89 Abstracts. Santa Barbara, CA: Crypto ’89 Conference, August 20-24, 1989.

Haykin, Martha E., and Robert B. J. Warnar. Smart Card Technology: New Methods for

Computer Access Control. Special Publication 500-157. Gaithersburg, MD: National Institute of

Standards and Technology, September 1988.

Kay, R. "Whatever Happened to Biometrics?" Infosecurity News. 4(5), 1993. pp. 60-62.

National Bureau of Standards. Password Usage. Federal Information Processing Standard

Publication 112. May 30, 1985.

National Institute of Standards and Technology. Automated Password Generator. Federal

Information Processing Standard Publication 181. October, 1993.

National Institute of Standards and Technology. Guideline for the Use of Advanced

Authentication Technology Alternatives. Federal Information Processing Standard Publication

190. October, 1994.

Salamone, S. "Internetwork Security: Unsafe at Any Node?" Data Communications. 22(12),

1993. pp. 61-68.

Sherman, R. "Biometric Futures." Computers and Security. 11(2), 1992. pp. 128-133.

Smid, Miles, James Dray, and Robert B. J. Warnar. "A Token-Based Access Control System for

Computer Networks." Proceedings of the 12th National Commuter Security Conference.

National Institute of Standards and Technology, October 1989.

Steiner, J.O., C. Neuman, and J. Schiller. "Kerberos: An Authentication Service for Open

16. Identification and Authentication

Network Systems." Proceedings Winter USENIX. Dallas, Texas, February 1988. pp. 191-202.

Troy, Eugene F. Security for Dial-Up Lines. Special Publication 500-137, Gaithersburg, MD:

National Bureau of Standards, May 1986.

192

The term computer resources includes information as well as system resources, such as programs,

114

subroutines, and hardware (e.g., modems, communications lines).

Users need not be actual human users. They could include, for example, a program or another computer

115

requesting use of a system resource.

Logical access controls provide a technical means

of controlling what information users can utilize,

the programs they can run, and the modifications

they can make.

The term access is often confused with

authorization and authentication.

Access is the ability to do something with a

computer resource. This usually refers to a

technical ability (e.g., read, create, modify, or

delete a file, execute a program, or use an external

connection).

Authorization is the permission to use a computer

resource. Permission is granted, directly or

indirectly, by the application or system owner.

Authentication is proving (to some reasonable

degree) that users are who they claim to be.

Chapter 17

LOGICAL ACCESS CONTROL

On many multiuser systems, requirements for

using (and prohibitions against the use of)

various computer resources vary

114

considerably. Typically, for example, some

information must be accessible to all users,

115

some may be needed by several groups or

departments, and some should be accessed by

only a few individuals. While it is obvious that users must have access to the information they

need to do their jobs, it may also be required to deny access to non-job-related information. It

may also be important to control the kind of access that is afforded (e.g., the ability for the

average user to execute, but not change, system programs). These types of access restrictions

enforce policy and help ensure that unauthorized actions are not taken.

Access is the ability to do something with a

computer resource (e.g., use, change, or

view). Access control is the means by which

the ability is explicitly enabled or restricted in

some way (usually through physical and

system-based controls). Computer-based

access controls are called logical access

controls. Logical access controls can

prescribe not only who or what (e.g., in the

case of a process) is to have access to a

specific system resource but also the type of

access that is permitted. These controls may

be built into the operating system, may be

incorporated into applications programs or

major utilities (e.g., database management

systems or communications systems), or may be implemented through add-on security packages.

Logical access controls may be implemented internally to the computer system being protected

or may be implemented in external devices.

IV. Technical Controls

Controlling access is normally thought of as

applying to human users (e.g., will technical

access be provided for user JSMITH to the file

"payroll.dat") but access can be provided to other

computer systems. Also, access controls are often

incorrectly thought of as only applying to files.

However, they also protect other system resources

such as the ability to place an outgoing long-

distance phone call though a system modem (as

well as, perhaps, the information that can be sent

over such a call). Access controls can also apply

to specific functions within an application and to

specific fields of a file.

When determining what kind of technical access to

allow to specific data, programs, devices, and

resources, it is important to consider who will

have access and what kind of access they will be

allowed. It may be desirable for everyone in the

organization to have access to some information

on the system, such as the data displayed on an

organization’s daily calendar of nonconfidential

meetings. The program that formats and displays

the calendar, however, might be modifiable by

only a very few system administrators, while the

operating system controlling that program might

be directly accessible by still fewer.

Logical access controls can help protect:

! operating systems and other

system software from

unauthorized modification or

manipulation (and thereby

help ensure the system’s

integrity and availability);

! the integrity and availability of

information by restricting the

number of users and processes

with access; and

! confidential information from being disclosed to unauthorized individuals.

This chapter first discusses basic criteria that can be used to decide whether a particular user

should be granted access to a particular system resource. It then reviews the use of these criteria

by those who set policy (usually system-specific policy), commonly used technical mechanisms

for implementing logical access control, and issues related to administration of access controls.

17.1 Access Criteria

In deciding whether to permit someone to use

a system resource logical access controls

examine whether the user is authorized for

the type of access requested. (Note that this

inquiry is usually distinct from the question

of whether the user is authorized to use the

system at all, which is usually addressed in

an identification and authentication process.)

The system uses various criteria to determine

if a request for access will be granted. They

are typically used in some combination.

Many of the advantages and complexities involved in implementing and managing access

control are related to the different kinds of user accesses supported.

17.1.1 Identity

It is probably fair to say that the majority of access controls are based upon the identity of the

user (either human or process), which is usually obtained through identification and

17. Logical Access Controls

Many systems already support a small number of

special-purpose roles, such as System

Administrator or Operator. For example, an

individual who is logged on in the role of a

System Administrator can perform operations that

would be denied to the same individual acting in

the role of an ordinary user.

Recently, the use of roles has been expanded

beyond system tasks to application-oriented

activities. For example, a user in a company

could have an Order Taking role, and would be

able to collect and enter customer billing

information, check on availability of particular

items, request shipment of items, and issue

invoices. In addition, there could be an Accounts

Receivable role, which would receive payments

and credit them to particular invoices. A Shipping

role, could then be responsible for shipping

products and updating the inventory. To provide

additional security, constraints could be imposed

so a single user would never be simultaneously

authorized to assume all three roles. Constraints

of this kind are sometimes referred to as

separation of duty constraints.

authentication (I&A). (See Chapter 16.) The identity is usually unique, to support individual

accountability, but can be a group identification or can even be anonymous. For example, public

information dissemination systems may serve a large group called "researchers" in which the

individual researchers are not known.

17.1.2 Roles

Access to information may also be controlled

by the job assignment or function (i.e., the

role) of the user who is seeking access.

Examples of roles include data entry clerk,

purchase officer, project leader, programmer,

and technical editor. Access rights are

grouped by role name, and the use of

resources is restricted to individuals

authorized to assume the associated role. An

individual may be authorized for more than

one role, but may be required to act in only a

single role at a time. Changing roles may

require logging out and then in again, or

entering a role-changing command. Note that

use of roles is not the same as shared-use

accounts. An individual may be assigned a

standard set of rights of a shipping

department data entry clerk, for example, but

the account would still be tied to that

individual’s identity to allow for auditing.

(See Chapter 18.)

The use of roles can be a very effective way of providing access control. The process of defining

roles should be based on a thorough analysis of how an organization operates and should include

input from a wide spectrum of users in an organization.

17.1.3 Location

Access to particular system resources may also be based upon physical or logical location. For

example, in a prison, all users in areas to which prisoners are physically permitted may be

limited to read-only access. Changing or deleting is limited to areas to which prisoners are

denied physical access. The same authorized users (e.g., prison guards) would operate under

significantly different logical access controls, depending upon their physical location. Similarly,

users can be restricted based upon network addresses (e.g., users from sites within a given

organization may be permitted greater access than those from outside).

IV. Technical Controls

These access modes are described generically; exact definitions and capabilities will vary from

116

implementation to implementation. Readers are advised to consult their system and application documentation.

17.1.4 Time

Time-of-day or day-of-week restrictions are common limitations on access. For example, use of

confidential personnel files may be allowed only during normal working hours S and maybe

denied before 8:00 a.m. and after 6:00 p.m. and all day during weekends and holidays.

17.1.5 Transaction

Another approach to access control can be used by organizations handling transactions (e.g.,

account inquiries). Phone calls may first be answered by a computer that requests that callers

key in their account number and perhaps a PIN. Some routine transactions can then be made

directly, but more complex ones may require human intervention. In such cases, the computer,

which already knows the account number, can grant a clerk, for example, access to a particular

account for the duration of the transaction. When completed, the access authorization is

terminated. This means that users have no choice in which accounts they have access to, and can

reduce the potential for mischief. It also eliminates employee browsing of accounts (e.g., those

of celebrities or their neighbors) and can thereby heighten privacy.

17.1.6 Service Constraints

Service constraints refer to those restrictions that depend upon the parameters that may arise

during use of the application or that are preestablished by the resource owner/manager. For

example, a particular software package may only be licensed by the organization for five users at

a time. Access would be denied for a sixth user, even if the user were otherwise authorized to

use the application. Another type of service constraint is based upon application content or

numerical thresholds. For example, an ATM machine may restrict transfers of money between

accounts to certain dollar limits or may limit maximum ATM withdrawals to $500 per day.

Access may also be selectively permitted based on the type of service requested. For example,

users of computers on a network may be permitted to exchange electronic mail but may not be

allowed to log in to each others’ computers.

17.1.7 Common Access Modes

In addition to considering criteria for when access should occur, it is also necessary to consider

the types of access, or access modes. The concept of access modes is fundamental to access

control. Common access modes, which can be used in both operating or application systems,

include the following:

116

Read access provides users with the capability to view information in a system resource

17. Logical Access Controls

"Deleting" information does not necessarily physically remove the data from the storage media. This can

117

have serious implications for information that must be kept confidential. See "Disposition of Sensitive

Automated Information," CSL Bulletin, NIST, October 1992.

(such as a file, certain records, certain fields, or some combination thereof), but not to alter

it, such as delete from, add to, or modify in any way. One must assume that information

can be copied and printed if it can be read (although perhaps only manually, such as by

using a print screen function and retyping the information into another file).

Write access allows users to add to, modify, or delete information in system resources (e.g.,

files, records, programs). Normally user have read access to anything they have write

access to.

Execute privilege allows users to run programs.

Delete access allows users to erase system resources (e.g., files, records, fields,

programs). Note that if users have write access but not delete access, they could

117

overwrite the field or file with gibberish or otherwise inaccurate information and, in effect,

delete the information.

Other specialized access modes (more often found in applications) include:

Create access allows users to create new files, records, or fields.

Search access allows users to list the files in a directory.

Of course, these criteria can be used in conjunction with one another. For example, an

organization may give authorized individuals write access to an application at any time from

within the office but only read access during normal working hours if they dial-in.

Depending upon the technical mechanisms available to implement logical access control, a wide

variety of access permissions and restrictions are possible. No discussion can present all

possibilities.

17.2 Policy: The Impetus for Access Controls

Logical access controls are a technical means of implementing policy decisions. Policy is made

by a management official responsible for a particular system, application, subsystem, or group of

systems. The development of an access control policy may not be an easy endeavor. It requires

balancing the often-competing interests of security, operational requirements, and user-

friendliness. In addition, technical constraints have to be considered.

IV. Technical Controls

Some policies may not be technically implementable; appropriate technical controls may simply not exist.

118

Note that this password is normally in addition to the one supplied initially to log onto the system.

119

A few simple examples of specific policy issues

are provided below; it is important to recognize,

however, that comprehensive system-specific policy

is significantly more complex.

1. The director of an organization’s personnel

office could decide that all clerks can update all

files, to increase the efficiency of the office. Or

the director could decide that clerks can only view

and update specific files, to help prevent

information browsing.

2. In a disbursing office, a single individual is

usually prohibited from both requesting and

authorizing that a particular payment be made.

This is a policy decision taken to reduce the

likelihood of embezzlement and fraud.

3. Decisions may also be made regarding access

to the system itself. In the government, for

example, the senior information resources

management official may decide that agency

systems that process information protected by the

Privacy Act may not be used to process public-

access database applications.

This chapter discusses issues relating to the

technical implementation of logical access

controls S not the actual policy decisions as to

who should have what type of access. These

decisions are typically included in system-

specific policy, as discussed in Chapters 5

and 10.

Once these policy decisions have been made,

they will be implemented (or enforced)

through logical access controls. In doing so,

it is important to realize that the capabilities

of various types of technical mechanisms (for

logical access control) vary greatly.

118

17.3 Technical

Implementation Mechanisms

Many mechanisms have been developed to

provide internal and external access controls,

and they vary significantly in terms of

precision, sophistication, and cost. These

methods are not mutually exclusive and are

often employed in combination. Managers need to analyze their organization’s protection

requirements to select the most appropriate, cost-effective logical access controls.

17.3.1 Internal Access Controls

Internal access controls are a logical means of separating what defined users (or user groups) can

or cannot do with system resources. Five methods of internal access control are discussed in this

section: passwords, encryption, access control lists, constrained user interfaces, and labels.

17.3.1.1 Passwords

Passwords are most often associated with user authentication. (See Chapter 16.) However, they

are also used to protect data and applications on many systems, including PCs. For instance, an

accounting application may require a password to access certain financial data or to invoke a

restricted application (or function of an application).

119

17. Logical Access Controls

The use of passwords as a means of access control

can result in a proliferation of passwords that can

reduce overall security.

Password-based access control is often

inexpensive because it is already included in

a large variety of applications. However,

users may find it difficult to remember

additional application passwords, which, if

written down or poorly chosen, can lead to

their compromise. Password-based access controls for PC applications are often easy to

circumvent if the user has access to the operating system (and knowledge of what to do). As

discussed in Chapter 16, there are other disadvantages to using passwords.

17.3.1.2 Encryption

Another mechanism that can be used for logical access control is encryption. Encrypted

information can only be decrypted by those possessing the appropriate cryptographic key. This

is especially useful if strong physical access controls cannot be provided, such as for laptops or

floppy diskettes. Thus, for example, if information is encrypted on a laptop computer, and the

laptop is stolen, the information cannot be accessed. While encryption can provide strong access

control, it is accompanied by the need for strong key management. Use of encryption may also

affect availability. For example, lost or stolen keys or read/write errors may prevent the

decryption of the information. (See the cryptography chapter.)

17.3.1.3 Access Control Lists

Access Control Lists (ACLs) refer to a register of: (1) users (including groups, machines,

processes) who have been given permission to use a particular system resource, and (2) the types

of access they have been permitted.

ACLs vary considerably in their capability and flexibility. Some only allow specifications for

certain pre-set groups (e.g., owner, group, and world) while more advanced ACLs allow much

more flexibility, such as user-defined groups. Also, more advanced ACLs can be used to

explicitly deny access to a particular individual or group. With more advanced ACLs, access can

be at the discretion of the policymaker (and implemented by the security administrator) or

individual user, depending upon how the controls are technically implemented.

Elementary ACLs. Elementary ACLs (e.g., "permission bits") are a widely available means of

providing access control on multiuser systems. In this scheme, a short, predefined list of the

access rights to files or other system resources is maintained.

IV. Technical Controls

Example of Elementary ACL for the file "payroll":

Owner: PAYMANAGER

Access: Read, Write, Execute, Delete

Group: COMPENSATION-OFFICE

Access: Read, Write, Execute, Delete

"World"

Access: None

Since one would presume that no one would have

access without being granted access, why would it

be desirable to explicitly deny access? Consider a

situation in which a group name has already been

established for 50 employees. If it were desired to

exclude five of the individuals from that group, it

would be easier for the access control

administrator to simply grant access to that group

and take it away from the five rather than grant

access to 45 people. Or, consider the case of a

complex application in which many groups of

users are defined. It may be desired, for some

reason, to prohibit Ms. X from generating a

particular report (perhaps she is under

investigation). In a situation in which group

names are used (and perhaps modified by others),

this explicit denial may be a safety check to

restrict Ms. X’s access S in case someone were to

redefine a group (with access to the report

generation function) to include Ms. X. She would

still be denied access.

Elementary ACLs are typically based on the

concepts of owner, group, and world. For

each of these, a set of access modes (typically

chosen from read, write, execute, and delete)

is specified by the owner (or custodian) of the

resource. The owner is usually its creator,

though in some cases, ownership of resources

may be automatically assigned to project

administrators, regardless of the identity of

the creator. File owners often have all

privileges for their resources.

In addition to the privileges assigned to the owner, each resource is associated with a named

group of users. Users who are members of the group can be granted modes of access distinct

from nonmembers, who belong to the rest of the "world" that includes all of the system’s users.

User groups may be arranged according to departments, projects, or other ways appropriate for

the particular organization. For example, groups may be established for members of the

Personnel and Accounting departments. The system administrator is normally responsible for

technically maintaining and changing the membership of a group, based upon input from the

owners/custodians of the particular resources to which the groups may be granted access.

As the name implies, however, the

technology is not particularly flexible. It may

not be possible to explicitly deny access to an

individual who is a member of the file’s

group. Also, it may not be possible for two

groups to easily share information (without

exposing it to the "world"), since the list is

predefined to only include one group. If two

groups wish to share information, an owner

may make the file available to be read by

"world." This may disclose information that

should be restricted. Unfortunately,

elementary ACLs have no mechanism to

easily permit such sharing.

Advanced ACLs. Like elementary ACLs,

advanced ACLs provide a form of access

control based upon a logical registry. They

do, however, provide finer precision in

control.

17. Logical Access Controls

Example of Advanced ACL for the file "payroll"

PAYMGR: R, W, E, D

J. Anderson: R, W, E, -

L. Carnahan: -, -, -, -

B. Guttman: R, W, E, -

E. Roback: R, W, E, -

H. Smith: R, -, -, -

PAY-OFFICE: R, -, -, -

WORLD: -, -, -, -

Menu-driven systems are a common constrained

user interface, where different users are provided

different menus on the same system.

Advanced ACLs can be very useful in many

complex information sharing situations.

They provide a great deal of flexibility in

implementing system-specific policy and

allow for customization to meet the security

requirements of functional managers. Their

flexibility also makes them more of a

challenge to manage. The rules for

determining access in the face of apparently

conflicting ACL entries are not uniform

across all implementations and can be

confusing to security administrators. When such systems are introduced, they should be coupled

with training to ensure their correct use.

17.3.1.4 Constrained User Interfaces

Often used in conjunction with ACLs are constrained user interfaces, which restrict users’ access

to specific functions by never allowing them to request the use of information, functions, or other

specific system resources for which they do not have access. Three major types exist: (1) menus,

(2) database views, and (3) physically constrained user interfaces.

Constrained user interfaces can provide a

form of access control that closely models

how an organization operates. Many systems

allow administrators to restrict users’ ability

to use the operating system or application

system directly. Users can only execute

commands that are provided by the administrator, typically in the form of a menu. Another

means of restricting users is through restricted shells which limit the system commands the user

can invoke. The use of menus and shells can often make the system easier to use and can help

reduce errors.

Database views is a mechanism for restricting user access to data contained in a database. It

may be necessary to allow a user to access a database, but that user may not need access to all

the data in the database (e.g., not all fields of a record nor all records in the database). Views can

be used to enforce complex access requirements that are often needed in database situations,

such as those based on the content of a field. For example, consider the situation where clerks

maintain personnel records in a database. Clerks are assigned a range of clients based upon last

name (e.g., A-C, D-G). Instead of granting a user access to all records, the view can grant the

user access to the record based upon the first letter of the last name field.

Physically constrained user interfaces can also limit a user’s abilities. A common example is an

IV. Technical Controls

Data Categorization

One tool that is used to increase the ease of

security labelling is categorizing data by similar

protection requirements. For example, a label

could be developed for "organization proprietary

data." This label would mark information that can

be disclosed only to the organization’s employees.

Another label, "public data" could be used to mark

information that is available to anyone.

For systems with stringent security requirements

(such as those processing national security

information), labels may be useful in access

control.

ATM machine, which provides only a limited number of physical buttons to select options; no

alphabetic keyboard is usually present.

17.3.1.5 Security Labels

A security label is a designation assigned to a

resource (such as a file). Labels can be used

for a variety of purposes, including

controlling access, specifying protective

measures, or indicating additional handling

instructions. In many implementations, once

this designator has been set, it cannot be

changed (except perhaps under carefully

controlled conditions that are subject to

auditing).

When used for access control, labels are also assigned to user sessions. Users are permitted to

initiate sessions with specific labels only. For example, a file bearing the label "Organization

Proprietary Information" would not be accessible (readable) except during user sessions with the

corresponding label. Moreover, only a restricted set of users would be able to initiate such

sessions. The labels of the session and those of the files accessed during the session are used, in

turn, to label output from the session. This ensures that information is uniformly protected

throughout its life on the system.

Labels are a very strong form of access

control; however, they are often inflexible

and can be expensive to administer. Unlike

permission bits or access control lists, labels

cannot ordinarily be changed. Since labels

are permanently linked to specific

information, data cannot be disclosed by a

user copying information and changing the access to that file so that the information is more

accessible than the original owner intended. By removing users’ ability to arbitrarily designate

the accessibility of files they own, opportunities for certain kinds of human errors and malicious

software problems are eliminated. In the example above, it would not be possible to copy

Organization Proprietary Information into a file with a different label. This prevents

inappropriate disclosure, but can interfere with legitimate extraction of some information.

Labels are well suited for consistently and uniformly enforcing access restrictions, although their

administration and inflexibility can be a significant deterrent to their use.

17. Logical Access Controls

Typically PPDs are found only in serial communications streams.

120

Private network is somewhat of a misnomer. Private does not mean that the organization’s network is

121

totally inaccessible to outsiders or prohibits use of the outside network from insiders (or the network would be

disconnected). It also does not mean that all the information on the network requires confidentiality protection. It

does mean that a network (or part of a network) is, in some way, separated from another network.

Questions frequently arise as to whether secure gateways help prevent the spread of viruses. In general,

122

having a gateway scan transmitted files for viruses requires more system overhead than is practical, especially

since the scanning would have to handle many different file formats. However, secure gateways may reduce the

spread of network worms.

One of the most common PPDs is the dial-back

modem. A typical dial-back modem sequence

follows: a user calls the dial-back modem and

enters a password. The modem hangs up on the

user and performs a table lookup for the password

provided. If the password is found, the modem

places a return call to the user (at a previously

specified number) to initiate the session. The

return call itself also helps to protect against the

use of lost or compromised accounts. This is,

however, not always the case. Malicious hackers

can use such advance functions as call forwarding

to reroute calls.

17.3.2 External Access Controls

External access controls are a means of

controlling interactions between the system

and outside people, systems, and services.

External access controls use a wide variety of

methods, often including a separate physical

device (e.g., a computer) that is between the

system being protected and a network.

17.3.2.1 Port Protection Devices

Fitted to a communications port of a host

computer, a port protection device (PPD)

authorizes access to the port itself, prior to and independent of the computer’s own access control

functions. A PPD can be a separate device in the communications stream, or it may be

120

incorporated into a communications device (e.g., a modem). PPDs typically require a separate

authenticator, such as a password, in order to access the communications port.

17.3.2.2 Secure Gateways/Firewalls

Often called firewalls, secure gateways block or filter access between two networks, often

between a private network and a larger, more public network such as the Internet, which

121

attract malicious hackers. Secure gateways allow internal users to connect to external networks

and at the same time prevent malicious hackers from compromising the internal systems.

122

Some secure gateways are set up to allow all traffic to pass through except for specific traffic

which has known or suspected vulnerabilities or security problems, such as remote log-in

services. Other secure gateways are set up to disallow all traffic except for specific types, such

as e-mail. Some secure gateways can make access-control decisions based on the location of the

requester. There are several technical approaches and mechanisms used to support secure

gateways.

IV. Technical Controls

RPC, or Remote Procedure Call, is the service used to implement NFS.

123

Types of Secure Gateways

There are many types of secure gateways. Some

of the most common are packet filtering (or

screening) routers, proxy hosts, bastion hosts,

dual-homed gateways, and screened-host gateways.

An example of host-based authentication is the

Network File System (NFS) which allows a server

to make file systems/directories available to

specific machines.

Because gateways provide security by

restricting services or traffic, they can affect a

system’s usage. For this reason, firewall

experts always emphasize the need for policy,

so that appropriate officials decide how the

organization will balance operational needs

and security.

In addition to reducing the risks from

malicious hackers, secure gateways have several other benefits. They can reduce internal system

security overhead, since they allow an organization to concentrate security efforts on a limited

number of machines. (This is similar to putting a guard on the first floor of a building instead of

needing a guard on every floor.)

A second benefit is the centralization of services. A secure gateway can be used to provide a

central management point for various services, such as advanced authentication (discussed in

Chapter 16), e-mail, or public dissemination of information. Having a central management point

can reduce system overhead and improve service.

17.3.2.3 Host-Based Authentication

Host-based authentication grants access based

upon the identity of the host originating the

request, instead of the identity of the user

making the request. Many network

applications in use today use host-based

authentication to determine whether access is

allowed. Under certain circumstances it is

fairly easy to masquerade as the legitimate host, especially if the masquerading host is physically

located close to the host being impersonated. Security measures to protect against misuse of

some host-based authentication systems are available (e.g., Secure RPC uses DES to provide a

123

more secure identification of the client host).

17.4 Administration of Access Controls

One of the most complex and challenging aspects of access control, administration involves

implementing, monitoring, modifying, testing, and terminating user accesses on the system.

These can be demanding tasks, even though they typically do not include making the actual

17. Logical Access Controls

As discussed in the policy section earlier in this chapter, those decisions are usually the responsibility of

124

the applicable application manager or cognizant management official. See also the discussion of system-specific

policy in Chapters 5 and 10.

System and Security Administration

The administration of systems and security

requires access to advanced functions (such as

setting up a user account). The individuals who

technically set up and modify who has access to

what are very powerful users on the system; they

are often called system or security administrators.

On some systems, these users are referred to as

having privileged accounts.

The type of access of these accounts varies

considerably. Some administrator privileges, for

example, may allow an individual to administer

only one application or subsystem, while a higher

level of privileges may allow for oversight and

establishment of subsystem administrators.

Normally, users who are security administrators

have two accounts: one for regular use and one for

security use. This can help protect the security

account from compromise. Furthermore,

additional I&A precautions, such as ensuring that

administrator passwords are robust and changed

regularly, are important to minimize opportunities

for unauthorized individuals to gain access to these

functions.

decisions as to the type of access each user may have. Decisions regarding accesses should be

124

guided by organizational policy, employee job descriptions and tasks, information sensitivity,

user "need-to-know" determinations, and many other factors.

There are three basic approaches to

administering access controls: centralized,

decentralized, or a combination of these.

Each has relative advantages and

disadvantages. Which is most appropriate in

a given situation will depend upon the

particular organization and its circumstances.

17.4.1 Centralized Administration

Using centralized administration, one office

or individual is responsible for configuring

access controls. As users’ information

processing needs change, their accesses can

be modified only through the central office,

usually after requests have been approved by

the appropriate official. This allows very

strict control over information, because the

ability to make changes resides with very few

individuals. Each user’s account can be

centrally monitored, and closing all accesses

for any user can be easily accomplished if

that individual leaves the organization. Since

relatively few individuals oversee the

process, consistent and uniform procedures

and criteria are usually not difficult to enforce. However, when changes are needed quickly,

going through a central administration office can be frustrating and time-consuming.

17.4.2 Decentralized Administration

In decentralized administration, access is directly controlled by the owners or creators of the

files, often the functional manager. This keeps control in the hands of those most accountable

for the information, most familiar with it and its uses, and best able to judge who needs what

kind of access. This may lead, however, to a lack of consistency among owners/creators as to

IV. Technical Controls

Without necessary review mechanisms, central administration does not a priori preclude this.

125

For example, logical access controls within an application block User A from viewing File F. However, if

126

operating systems access controls do not also block User A from viewing File F, User A can use a utility

program (or another application) to view the file.

procedures and criteria for granting user accesses and capabilities. Also, when requests are not

processed centrally, it may be much more difficult to form a systemwide composite view of all

user accesses on the system at any given time. Different application or data owners may

inadvertently implement combinations of accesses that introduce conflicts of interest or that are

in some other way not in the organization’s best interest. It may also be difficult to ensure that

125

all accesses are properly terminated when an employee transfers internally or leaves an

organization.

17.4.3 Hybrid Approach

A hybrid approach combines centralized and decentralized administration. One typical

arrangement is that central administration is responsible for the broadest and most basic

accesses, and the owners/creators of files control types of accesses or changes in users’ abilities

for the files under their control. The main disadvantage to a hybrid approach is adequately

defining which accesses should be assignable locally and which should be assignable centrally.

17.5 Coordinating Access Controls

It is vital that access controls protecting a system work together. At a minimum, three basic

types of access controls should be considered: physical, operating system, and application. In

general, access controls within an application are the most specific. However, for application

access controls to be fully effective they need to be supported by operating system access

controls. Otherwise access can be made to application resources without going through the

application. Operating system and application access controls need to be supported by

126

physical access controls.

17.6 Interdependencies

Logical access controls are closely related to many other controls. Several of them have been

discussed in the chapter.

Policy and Personnel. The most fundamental interdependencies of logical access control are

with policy and personnel. Logical access controls are the technical implementation of system-

specific and organizational policy, which stipulates who should be able to access what kinds of

information, applications, and functions. These decisions are normally based on the principles of

separation of duties and least privilege.