
Information Security Awareness Basics

Table of Contents

1 Introduction...................................................................................4
2 Emergency contact information....................................................5
3 Your responsibilities......................................................................6
4 The help desk and when to call it..................................................7
5 Reading your contract...................................................................8
6 Physical security...........................................................................9
7 The guards..................................................................................10
8 Staying healthy and safe.............................................................11
9 Protecting others.........................................................................12
10 Strangers in the workplace.......................................................13
11 Protecting the environment.......................................................14
12 Things you hear, see, or smell..................................................15
13 Responding to alarms...............................................................16
14 Badges and tokens...................................................................17
15 Tailgating...................................................................................18
16 Your passwords and theirs........................................................19
17 Polite behaviors........................................................................20
18 Spam.........................................................................................21
19 Viruses......................................................................................22
20 Spyware and Trojan horses......................................................23
21 Phishing and social engineering...............................................24
22 Acceptable use of company computers....................................25
23 Your privacy and the privacy of others......................................26
24 Protected health information.....................................................27
25 Protected financial information..................................................28
26 Company confidential information.............................................29
27 3rd party confidential information..............................................30
28 Trade secrets............................................................................31
29 Classified content......................................................................32
30 Patents......................................................................................33
31 Copyrights.................................................................................34
32 What you send in emails...........................................................35
33 What you say on the phone......................................................36

Page 2 of 48



Information Security Awareness Basics

34 Using the Internet......................................................................37
35 What you FAX and where you FAX it........................................38
36 Testing security.........................................................................38
37 Use of enterprise financial instruments.....................................39
38 Least privilege...........................................................................40
39 Separation of duties..................................................................41
40 Frauds against you and the company.......................................42
41 Contraband...............................................................................43
42 Portable electronic devices.......................................................44
43 On the road and at home..........................................................45
44 Other rules, policies, and requirements....................................46

Front matter
Information Security Awareness Basics

Copyright © 2006 by Fred Cohen - All Rights Reserved.
ISBN # 1-878109-39-1

Published by Fred Cohen & Associates out of Livermore, CA.

You may not copy this material or any parts of it without the
express written permission of the author.

Page 3 of 48


